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// Algorithm to Train Neural Network
TrainiN( XKeyVector T[], int nVectors, int UsexNum )
{
WeightVector W = new WeightVector( UserMum );
double TrainingFactor = EtaTrainO;
W = T[0]»
for (bool KeepTraining = true; KeepTraining; ) {
KeepTraining = false;
for (int 1 = 0 1 < nVectors; ++i) {
for (int J = 0y J < 69 ++)) (
double Change = TrainingPFactor * (T[i][J] - WI3])»
Wi3] = W[3j] + Change;
if (Change > Error) KeepTraining = true;
}
}
TrainingFactor = TrainingFactor * Alpha;

}
// Weights trained...now prepare Variasbility weights

VariabilityVector V = new VariabilityVector( UserNum );
V.Initialize( 0 )
for (int 1 = 0; 4 < nVectors; ++i) {
for (int J = 05 J < 69 ++J) {
double Difference = abs( W[Jj] - T[i1[3j] )»
if (Difference > V[jl) V[j] = Difference;

}
}

| Sigure 5
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// Algorithm to Classify User

bool ClassifyUser( int UserNum, KeyVector G )

{

WeightVector W = NN.getWeight( UserNum );
VariabilityVector V = NN.getVariability( UserNum );

double count = 0,
for (int 1 = 0; 1 < 69) ++#i) {
double diff = abs( G[i] - WI[i] )»
if (diff <= ScaleFactor * V[i]) count = count + 1;
}
if (count / 69 >= PercentSuccess) {
// Update weights for authenticated user
for (int 1 = 0; 1 < 69; ++1)
Wil = R[i] + EtaClassify * (G[i] - W[i]);
NN.replaceWeight ( UsexNum, W );
return true; // User Authenticated
} else {
return false; // User Not Authenticated

Figure 7
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SYSTEM AND METHOD FOR CLASSIFYING
REGIONS OF KEYSTROKE DENSITY WITH
A NEURAL NETWORK

RELATED APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 60/615,735, filed Oct. 4, 2004.

GOVERNMENT SPONSORSHIP

This work was supported by the United States Army under
Contract No. DAAD19-01-1-0504. Accordingly, the U.S.
government may have certain rights to this invention.

FIELD
Authenticating Computer Users.

BACKGROUND

Authentication of users is important to prevent unautho-
rized access to computer systems and networks. Many studies
show keystroke dynamics can be used to uniquely identify
users. A study, sponsored by National Bureau of Standards in
1980 and conducted by Stanford Research Institute for key-
stroke-based authentication, reported 98% authentication
when the users type in their identifiers and passwords alone.
BioPassword Technical Report, BioPassword Keystroke
Dynamics, October 2001 (BPTR). In 1980, Rand Corpora-
tion concluded the practicality of typewriter keyboard
dynamics. Barton and Barton, in 1984, suggested the use of
keyboard characteristics in the determination of passwords.
In 1985, observations about the keying patterns of telegraph
operators showed each operator exhibited a distinct keying
pattern. Umpbhress, D. et al., “Identity Verification Through
Keyboard Characteristics”, Int’l Journal of Man-Machine
Studies, 23(3): 263-273, 1985 (Umpbhress).

Leggett et al., “Verifying Identity via Keystroke Charac-
teristics”, Int’l Journal of Man-Machine Studies, 28(1):
67-76, 1988 (Leggett), M. Brown et al., “User Identification
via Keystroke Characteristics of Typed Names using Neural
Networks”, Int’l Journal of Man-Machine Studies, 39(6):
399-1014, 1993 (Brown), Monrose et al., “Authentication via
Keystroke Dynamics”, Proc. of the ACM Workshop, pp.
48-56, 1997 (Monrose), Robinson et al. “Computer User
Verification Using Login String Keystroke Dynamics”, IEEE
Transactions on Systems, Man, and Cypernetics-Part A: Sys-
tems and Humans, Vol. 28, No. 2, March 1998, pp. 236-241
(Robinson), Bleha et al., “Computer-Access Security Sys-
tems Using Keystroke Dynamics”, /EEE Transactions on
Pattern Analysis and Machine Intelligence, PAMI-12(12):
1217-1222, December 1990 (Bleha) have developed methods
based on keystroke dynamics for verification of users with
successful results. Gaines et al., “Authentication by Key-
stroke Timing: Some Preliminary Results”, Rand Report
R-256-NSF, Rand Corporation, 1980 (Gaines), and U.S. Pat.
No. 4,805,222 issued to Young et al. (Young >222) covers user
identification based on keystroke dynamics. Products based
on keystroke latencies, like BioPassword®, a registered
trademark of BioPassword, Inc. of Issaquah, Wash., promise
highly accurate authentication based on keystroke latency
[BPTR].

U.S. Pat. No. 6,151,593 issued to Cho et al. (“Cho”) dis-
cusses a keystroke dynamics verification system that uses
neural networks to perform verification. “Neural network”
(“NN”) is a generic term that describes a broad range of data
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processing schemes. NN methods often show good results
when applied to problems of identifying or classifying enti-
ties on the basis of noisy, variable, or incomplete data, but
many specific NN implementations have drawbacks that
make their use inconvenient or impractical in many situa-
tions. For example, amultilayer perceptron NN can be trained
to distinguish a number of users by their keystroke patterns,
but adding a new user to the group or removing an existing
user requires that the NN be completely retrained. Other
specific NN implementations may have similar difficulties.

SUMMARY

In one embodiment, an authentication system using clas-
sifying regions of keystroke density based on a neural net-
work architecture with two types of connections: (1) weight
vector W and (2) dispersion or variability vector V is
described. Here, W represents users’ keystroke pattern, and V
represents the radius for the regions of density of users’
keystrokes. The system consists of three phases: (1) training,
(2) validation, and (3) testing., The system learns W and V
during training by, for example, adapting weight vector W to
a user’s keystroke exemplars and adapting dispersion vector
V to variations between the exemplars. Adjustment of param-
eters such as scale factor (“SF”) and percentage success
(“PS”) is done during validation. During testing, classifica-
tion results in strengthening the vector W, thereby adapting to
changing users’ typing patterns. Two measures are used to
evaluate classification performance: Imposter Pass Rate
(“IPR”) and False Authentication Rate (“FAR”). IPR is the
ratio of successful impersonation samples over the total
impersonation samples. FAR is the ratio of incorrect rejec-
tions of authentic samples over total tests with authentic
samples. Individual 0% Impostor Pass Rate (“IPR™) and 0%
False Authentication Rate (“FAR”) have been achieved, and
overall 1.36% IPR and 2.31% FAR were noted.

BRIEF DESCRIPTION

Embodiments are illustrated by way of example and not by
way of limitation in the figures of the accompanying drawings
in which like references indicate similar elements. It should
be noted that references to “an” or “one” embodiment in this
disclosure are not necessarily to the same embodiment, and
such references mean “at least one.”

FIG. 1 illustrates events and timing relationships used by
embodiments.

FIG. 2 illustrates the selection of the best training vectors
from among a set of candidate vectors.

FIG. 3 shows connections between elements of an input
vector and one or more output vectors.

FIG. 4 is a flowchart illustrating the process of training the
neural network to identify a new user.

FIG. § presents pseudo-code to implement the method.

FIG. 6 is a flowchart illustrating the process of classifying
an input vector to determine whether it was made by a known
user.

FIG. 7 presents pseudo-code to implement the method.

DETAILED DESCRIPTION

An authentication system is described. In one embodiment,
the system may be used to authenticate a user of a computer
system or network. For example, data may be collected from
authorized users of a system or network and used to train a
neural network (“NN’), which “learns™ to recognize the
users. Later, a potential user provides a data sample, and the
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NN can classify the sample to decide whether the potential
user is one of the authorized users.

Data Collection and Processing

In a data collection process, users are asked to select a user
identification (“‘user-id”) string and a separate password
string. They are also provided with a common string. Users
sclect as their user-id any string with which they are familiar,
such as name, email id, etc., because the speed and pattern of
typing generally becomes consistent as one types a string
repeated a number of times. In the particular embodiment that
will be discussed here, the password was restricted to a mini-
mum of six characters, while no minimum length was
enforced for user-id. The common string is a well-known,
non-secret string that the population of users may be expected
to be familiar with typing. For example, in an environment
where many of the users are university gradnate students, a
common string such as “master of science in computer sci-
ence” might be chosen. In a corporate environment, the name
or address of the corporation might be used.

Construction of Input Vector

The timestamp of ‘key-press’ and ‘key-release’ of every
letter a user types in his user-id, password, and common string
is recorded as the reference signature. For example, the ref-
erence signature for the substring ‘vir’ is recorded as “KP V
2937531; KRV 2937640; KP 12937843; KR 12937921; KP
R 2938156; KR R 2938250;”. ‘KP’ stands for key-press, ‘V’
is the letter being pressed, and the 2937531 is the timestamp
when it was pressed, followed by the delimiter ‘;*. Similarly
‘KR’ stands for key-release, ‘V” is the letter being released,
and the 2937640 is the timestamp when it was released,
followed by the delimiter *;’.

From the timestamp ofkey-press time and key-release time
of the characters typed the following three parameters are
found: (1) ‘key-press time’, (2) ‘key-latency’ between key-
press-timestamps, (3) and ‘key-latency’ between key-release-
timestamps. FIG. 1 presents a graphical illustration of the
three parameters relative to sequential keystrokes of the “A”
and “B” keys: 110 is the duration of the “A” keystroke (“key
press time” or “KPT”); 120 is the delay between the start of
the “A” keystroke and the start of the “B” keystroke (“key
latency key press time” or “KLKPT”); and 130 is the delay
between the end of the “A” keystroke and the end of the “B”
keystroke (“key latency key release time” or “KLKRT”).

In one embodiment, not all the KPT, KLKPT, and KLKRT
parameters of the reference signatures are used for feeding to
the NN. Spaces between words in a user-id, password, or the
common string are not considered. Only up to first six char-
acters of a word are considered. For the user-id, seven key
latency values are considered. For a single word user-id, the
first seven latencies between the first eight characters are
considered; for a multi-word user-id, five latencies from the
first word and two from the second word are considered. Ifthe
latencies fall short of seven latencies due to user-id variation
in length, then the last latency is repeated until seven latencies
are achieved. For example, in the user-id string “sadeep moor-
thiyedath”, the latencies are “sa, ad, de, ee, ¢p, mo, 00”. For
the user-id “vir phoha” the latencies are “vi, ir, ph, ho, oh, ha,
ha” (the last latency is repeated to get seven latencies). Since
there are KLKPT and KLKRT Iatencies, 14 latencies are
considered, seven from each of KLKPT and KLKRT. For a
string of length ‘n,’ there exist ‘n-1" latencies and ‘n’ key
presses. Since a user-id can have two words, in one embodi-
ment, nine key-press times are considered. If the keys fall
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short of nine key-presses, the last key-press is repeated until
nine. From the user-id, 23 keystroke pattern values (nine
key-presses and 14 key latencies) are considered.

Since in this embodiment, password length is restricted to
a minimum of six characters in this embodiment, each of the
six key press times and five key latency times is considered,
totaling 16 key pattern values. For the common-string, ‘mas-
ter of science in computer science’ nine latencies, the first five
latencies from the word ‘master’, one from ‘of”, and the first
three latencies from ‘science’ are considered. 12 key-press
times, six from ‘master’, two from ‘of’, and first four from
‘science’ are considered. Altogether 30 key patterns are con-
sidered in this embodiment.

These different key patterns form a vector of 69 values;
which is obtained as follows. In the following, ‘uid’ means
user-id, ‘p’ means password, and ‘cs’ means common-string.
User id key pattern={uid-KPT, vid-KPKPT, uid-KPKRT}
which is of length 23 (9+7+7). Password-key-pattern={ p-KP,
p-KPKPT, p-KPKRT} which is of length 16 (6+5+5). Com-
mon-string-key-pattern={cs-KP, ¢s-KPKPT, cs-KPKRT}
which is of length 30 (12+9+9). The complete key pattern
consists of Key pattern vector={uid key-pattern, password-
key-pattern, common-string-key-pattern}. This key-pattern
vector is of length 69 (23=9+7+7, 16=6+5+5, 30) and forms
the input to the NN during training on reference signatures
and classification of a user during login.

Key patterns generated by other keypad-like devices may
also be used to construct input vectors. 'or example, the keys
of a calculator or adding machine, the sensors of a touch-
screen, or the buttons of a telephone may also produce key-
down and key-up signals that can be timed and used as an
input vector.

Selection of Six Best Representative Vectors

In one embodiment, six vectors for use in training the
classifying NN are selected from nine candidate reference
signatures produced by a user typing his user-id, password,
and common string as follows. A NN with a one dummy
output node is trained on all nine reference vectors. The
algorithm for training the dummy NN weights is identical to
the algorithm described below with reference to FIGS. 3, 4
and 5. The Euclidean distance between cach input vector X
and the weight vector of thedummy NN W, is calculated
and the six closest input vectors are chosen, that is the six
vectors which have the smallest Euclidean distance. This
implies considering those candidate reference signature that
have less degree of variability among themselves. These six
candidate vectors then form the inputs to the NN for training
a new output node to identify the user.

FIG. 2 shows a number of candidate reference signature
vectors 210 and the dummy weight vector 220 that results
from training the dummy NN on the candidate vectors.
Euclidean distances between the candidate vectors and the
dummy weight vector are indicated with dashed lines, several
of which are identified as Euclidean distances 230. Note that
the reference vectors and the weight vector are, in this
embodiment, 69-dimensional vectors, so FIG. 2 is necessarily
simplified. However, the extension of the ideas shown in FIG.
2 to the actual, 69-dimensional case, is straightforward.

Neural Network Architecture

In one embodiment, the NN is a two-layered network with
69 input nodes (i, through isg) and n output nodes (y, through
y,.). Each output node corresponds to one user. Every input

node is connected to every output node via weights w,,, where
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i is the number of the input node and j is the number of the
output node. Addition (or deletion) of users does not affect
other users.

‘The weight vector W,={w ., W, , ..., W } consists of all
the weights connecting the input nodes to the output node j.
Apart from the weights, every input node is connected to
every output node via variability-weights V. ={v,, v, .. .,
Veo,}- Variability-weight v, connects i output node to j*
output node, and vector V, consists of the variability-weights
connecting all input nodes to output node j. The input vector
X has 69 components, as discussed above. One output node is
assigned per user, and additional output nodes can be added
when new users register with the system. FIG. 3 shows the
weights 300 and variability weights 310 connecting the input
nodes i, through i, to output nodes y, through y, 320. Ele-
ment 330 shows the 69 components of input vector X (x,
through x,,) being input to input nodes 340. Note that each
output node y, has its own set of weights w, throughw, and
variability weights v, , through v, ;, and there are no connec-
tions directly between output nodes. This arrangement makes
each output node independent of every other, so thatan output
node may be deleted, or a new node added, without affecting
any other output node. This property permits users to be
added and deleted at any time.

FIG. 4 shows how the neural network can be trained to
recognize a new user according to an embodiment. First, a set
of training vectors is obtained (400). In some embodiments, a
first group of candidate training samples is collected, then a
low-variability subset is selected for use in training (as dis-
cussed in paragraph [0022]). In other embodiments, all of the
collected training samples may be used.

Next, the set of weights connecting the inputs i, through g,
to output y,, the output to be trained for the new user, is

initialized to the elements of the first training vector T, (410). 5

Then, for each training vector T,, where k is an integer from
1 to the total number of training vectors, weight vector W is
updated according to the equation:

W= W, (old 4™ (T~ W;{old)) (Eq. 1)

(see block 420).

After each training vector has been processed, the learning
factor n”*" is decreased by a (430). Then, if any weight w,,
changed by more than a predetermined error factor € (440),
training is repeated for each vector with the decreased learn-
ing factor. After one or more iterations, weights W, will be
trained and the second phase of training can begin. This
portion of the algorithm (operations 400 through 440) is also
used to train the weights in the dummy NN, as mentioned
above.

Variability weight training begins with initializing all vari-
ability weights v, to zero (450). Then, for each element t,, of
training vector T, and weight w,; of weight vector W, the
difference A=lt,.~w, | is computed (460). If the difference is
greater than the corresponding variability weight v,; (470), v,,
is updated to the computed difference (480). In effect, v, is set
to the largest difference between t;, and w

;» where N is the
total number of the training vectors:

v = [Elm:' It —wyl (Eq. 2)

When every element of each training vector has been pro-
cessed, variability weight training is complete (490). FIG. 5§
presents an implementation of this algorithm as pseudo-code.
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FIG. 6 shows how the neural network trained as described
above can be used to classify an input vector obtained from a
prospective user. During classification, a single vector G is
obtained from the prospective user (500) and forms the input.
A counter variable is initialized to zero (510), then for each
element g, of input vector G and weight w, of weight vector
W,, the difference A=Ig,~w,| is computed (520). If A is less
than or equal to a predetermined scale factor SF multiplied by
the corresponding variability weight v,, (530), the counter is
incremented (540).

Once each element g, and weight w,, has been processed,
the total count divided by the number of clements in G is
compared to a second predetermined value, Percentage Suc-
cess (PS) (550). (Note that count/|IGl| is the ratio of input
elements of G that were within a range of SFxv;; of w,; to total
input elements of G). If the ratio is less than PS, the prospec-
tive user is not authenticated as the user corresponding to
output y, of the neural network (560). If the ratio is greater
than or equal to PS, the prospective user is successfully
authenticated, so the corresponding weight vector W, is
updated by a learning factor n***%» (5§70) and the classifier
returns a successful authentication (580). FIG. 7 shows a
pseudo-code implementation of the foregoing classification
method.

The classification procedure may alternately be described
by the following equations. A classification vector C contain-
ing elements c, is calculated according to the following equa-
tion:

{ 1 if |gi —wy| <SFxv; (Eq. 3)
“= 0 otherwise
Once C is prepared, output y; of the NN is given by:

IGl (Ea. 4)

yjzll 1f@2PS

0  otherwise

The scale factor SF signifies the amount of variability to be
allowed in a user’s typing pattern during classification. A
higher value allows more variability in user’s typing pattern,
but also increases the chances of successful impersonation. A
lower value indicates tightened typing behavior, requiring the
keystrokes to be the same as entered in training.

The prospective user is successfully classified if his per-
centage of ‘pattern matches’ is greater than a preset value of
‘percentage-success’ (PS). That is, if the ‘percentage-suc-
cess’ is set to be 90%, then the user’s total individual pattern
matches (g, with scaled v,)) must be 90% or greater. This
factor allows the tightening of security of the system. A higher
value results in lesser error but increases FAR. A lower value
reduces the FAR while increasing error.

EXAMPLE

A total of 43 users took part in providing reference signa-
tures. Apart from providing reference signatures for training
the NN, every user participated in providing login samples
and impersonating others. A total of 873 login samples were
collected, out of which 216 samples were authentic
samples—users trying to login providing correct user-id and
passwords, and 657 imposter samples- - users trying to imper-
sonate others. Two measures were used during classification,
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Imposter Pass Rate (IPR) and False Authentication Rate
(FAR). IPR is the ratio of successful impersonation samples
over the total impersonation samples. FAR is the ratio of
wrong rejection of authentic samples over total authentic
samples.

Table 1 shows IPR and FAR as SF and PS are varied. IPR
increases, as SF and PS are increased; FAR decreases faster
when PS is reduced. The optimal result we get is an IPR of
1.36% (9 out of 657 samples) and an FAR 0f2.31% (5 out of
216 samples). The best result is 0% IPR with least possible
FAR. An ideal situation is to have minimum IPR with mini-
mum FAR. In this example, 0% IPR with 60% FAR was
achieved. For an IPR of 0.3% (2 errors out of 657) FAR is
18.5% (40 out of 216). SF and PF varied from 0.1 to 3.0 in
increments of 0.1 and validated the results during validation
phase.

TABLE 1

15

8

It is appreciated that keystroke input vectors may be col-
lected at various times, including during the sign-in or login
process, or when a user is issuing commands and working
with applications on the computer system.

An embodiment may be a machine-readable medium hav-
ing stored thereon instructions that cause a processor to per-
form operations as described above. In other embodiments,
the operations might be performed by specific hardware com-
ponents that contain hardwired logic. Those operations might
alternatively be performed by any combination of pro-
grammed computer components and custom hardware com-
ponents.

A machine-readable medium may include any mechanism
for storing information in a form readable by a machine (e.g.,
a computer), including but not limited to Compact Disc Read-
Only Memory (CD-ROMs), Read-Only Memory (ROMs),

Varying results of IPR and FAR with PS and SF varjed
aty=% = 0.001, 17" = 0.4, and @ = 0.5

SF
15 1.75 2.0 2.3 3.0 15 LS 15 1.5
PS 0.9 0.9 0.9 0.9 0.9 085 08 0.75 0.7
IPR (%) 0 0 015  0.15 121 015 015 106 228
FAR (%) 89.9  73.61 49.53 388 125 56.01 36.11 7.87 231
30

‘lable 2 shows the results with different combinations of
user-id, password, and common string. Having a common-
string and considering KPT, KLKPT, KLKRT decreases IPR
with better FAR rates. Considering user-id, password, and
common-strings with KP, KLKPT, and KLKRT yield better
results for the same set of optimal parameters.

TABLE 2

IPR and FAR for different types of experiments with parameters

SF = 1.9, PS = 0.77, n4*% = 0.001, 17" = 0.4, and @ = 0.6
Name, Name,
password, Name and Name and Password,
Experiment and password password common-string
Type Common-string only (KLKRT) (KLKRT)
IPR (%) 1.36 2.13 4.41 3.19
FAR (%) 2.31 18.98 29.62 14.35

‘Table 3 compares the example results with the results of

35

40

Random Access Memory (RAM), and Erasable Program-
mable Read-Only Memory (EPROM).
The applications have been described largely by reference
10 specific examples and in terms of particular allocations of
functionality to certain hardware and/or software compo-
nents. However, those of skill in the art will recognize that
user authentication by classifying regions of keystroke den-
sity with a neural network can also be produced by software
and hardware that distribute the functions of embodiments
differently than herein described. Such variations and imple-
mentations are understood to be apprehended according to
the following claims.
We claim:
1. A method comprising:
obtaining, by a computing system, a plurality of training
vectors, each to contain a plurality of keystroke pattern
values derived from keystrokes entered by a user;
adding, by the computing system, a new output node to a
neural network, the new output node corresponding to

other methods. the user and connected directly to each of a plurality of
TABLE 3
Comparison of results with other existing methods.
D. Umpress
J. Leggett and and G. M. Brown R. Joyce and
This G.Williams S Bleha, etal. I Leggettet  Williams and S. Rogers G. Gupta
Method Example Leggett Bleha al. Umpress Brown Joyce!
Best result IPR (%) 0.3 — — — — 0 0
(2 £ 657)
FAR (%) 18 12 40
Optimal IPR (%) 1.36 2.7 28 5 6 — 0.25
Result (9 of 657)
FAR (%) 2.31 12.2 8.1 5.5 12 — 16.36

!Joyce, R., et al., “Identity Authentication Based on Keystroke Latencies”, Comm. of the ACM, Vol. 33, No. 2, pp. 168-176, February

1990 (Joyce).
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input nodes by an element of a first weight vector and
connected directly to each of the plurality of input nodes
by an element of a second weight vector;

training, by the compuling system, the first weight vector
connecting the input nodes to the new output node with
the plurality of training vectors, wherein training the first
weight vector includes updating the first weight vector in
multiple iterations, in each iteration the first weight vec-
tor is subtracted from one of the training vectors and
multiplied by a learning factor that decreases after each
iteration; and

after completion of training the first weight vector, train-
ing, by the computing system, the second weight vector,
wherein each element of the second weight vector is
obtained by computing a difference between a corre-
sponding element of a training vector and a correspond-
ing element of the first weight vector, repeating compu-
tation of the difference for each of the training vectors,
and determining a largest difference among the com-
puted differences,

wherein each element of the second weight vector is to be
scaled by a scale factor to define a range for an element
of an input vector to be classified, the range is to be
compared with a difference between a corresponding
element of the first weight vector and a corresponding
element of the input vector, and the number of elements
of the input vector that are within respective ranges is to
be counted to classify the input vector.

2. The method of claim 1, further comprising:

constructing a plurality of candidate vectors, each to con-
tain a plurality of keystroke pattern values derived from
keystrokes entered by the user; wherein

a number of candidate vectors is at least as large as a
number of training vectors; and

a subset of the plurality of candidate vectors is selected to
be the plurality of training vectors.

3. The method of claim 2, further comprising:

training a dummy neural network with the plurality of
candidate vectors;

ordering the plurality of candidate vectors based on a
Euclidian distance between each candidate vector and a
weight vector of the dummy neural network; and

selecting a subset of the ordered candidate vectors to be the
plurality of training vectors; wherein

a Euclidian distance between each selected candidate vec-
tor and the weight vector of the dummy neural network
is less than a Euclidian distance between every non-
selected candidate vector and the weight vector of the
dummy neural network.

4. The method of claim 2 wherein a number of training

vectors is six (6) per user.

5. The method of claim 1 wherein training the first weight

vector comprises:

initializing the first weight vector to a first of the plurality
of training vectors; and

for each of the remaining training vectors, updating the first
weight vector according to the equation:

W= W (old)+n""(T;-W(old))

where j is an index of the new output node, W, is the first
weight vector connecting the inputs of the neural net-
work to the new output node, T, is an input vector, where
k is an integer in the range of 1 to the total number of the

train

training vectors, and ”*” is a learning factor.
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6. The method of claim 1 wherein training the second

weight vector comprises:

setting
s L

where iis an index of an input node, j is an index of the new
output node, v,,is an element of the second weight vector
connecting an i* input node to the new output node, k is
an index of a training vector, t,, is an i element of the k**
training vector, N is the total number of the training
vectors, and w,, is an element of the first weight vector
connecting the i* input node to the new output node.

7. The method of claim 1 wherein

adding the new output node and training the first and sec-
ond weight vectors connecting the inputs to the new
output node do not affect any existing output nodes of
the neural network.

8. The method of claim 1 wherein

the new output node is assigned to the user.

9. A method comprising:

constructing, by a computing system, an input vector con-
taining a plurality of keystroke pattern values derived
from keystrokes entered by a user;

calculating, by the computing system, a classification vec-
tor, each element of the classification vector to contain a
value derived from a corresponding element of the input
vector, a corresponding element of a first weight vector
of a neural network, and a corresponding element of a
second weight vector of the neural network, the neural
network having an output node directly connected to an
input node; and .

computing, by the computing system, a pattern match
value from the classification vector,

wherein the first weight vector has been trained by updat-
ing the first weight vector in multiple iterations, in each
iteration the first weight vector is subtracted from one of
a plurality of training vectors and multiplied by a learn-
ing factor that decreases after each iteration,

each element of the second weight vector has been
obtained, after completion of training the first weight
vector, by computing a difference between a corre-
sponding element of a training vector and a correspond-
ing element of the first weight, repeating computation of
the difference for each of the training vectors, and deter-
mining a largest difference among the computed differ-
ences, and

wherein computing a pattern match value comprises:

scaling each element of the second weight vector by a scale
factor to define a range for an element of an input vector
to be classified,;

comparing the range with a difference between a corre-
sponding element of the first weight vector and a corre-
sponding element of the input vector; and

counting the number of elements of the input vector that are
within respective ranges.

10. The method of claim 9, further comprising:

comparing the pattern match value to a predetermined
value; and

if the pattern match value equals or exceeds the predeter-
mined value, declaring a successful classification of the
user.
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11. The method of claim 10, further comprising:

if the user is successfully classified, updating the first and
second weight vectors of the neural network.

12. The method of claim 9 wherein calculating a classifi-

cation vector comprises:

for each element of the input vector, setting a correspond-
ing element of the classification vector according to the
equation:

{l if |gi = wyl < SFxvj;
¢ =
! 0 otherwise

wherein ¢, is an element o the classification vector, g, is an
element of the input vector, w;; is an element of the first
weight vector, v,; is an element of the second weight
vector, and SF is the scale factor.

13. The method of claim 9 wherein the pattern match value
is a ratio of elements of the classification vector that are
within a predetermined range of a corresponding first weight
to a total number of elements of the classification vector.

14. A computer-readable medium storing instructions that,
when executed by a processor, cause the processor to perform
operations comprising:

recording a plurality of candidate reference signatures;

sclecting a plurality of training signatures from the plural-

ity of candidate reference signatures;

training a first set of weights of a neural network with the

plurality of training signatures, the first set of weights
connecting input nodes of the neural network to an out-
put node, wherein training the first set of weights
includes updating the first set of weights in multiple
iterations, in each iteration the first set of weights is
subtracted from one of the training vectors and multi-
plied by a learning factor that decreases after each itera-
tion; and

training a second set of weights of the neural network with

the plurality of training signatures, the second set of
weights connecting the input nodes to the output node,
each element of the second set of weights obtained by
computing a difference between a corresponding cle-
ment of a training vector and a corresponding element of
the first set of weights, repeating computation of the
difference for each of the training vectors, and determin-
ing a largest difference among the computed differ-
ences,

wherein each element of the second set of weights is to be

scaled by a scale factor to define a range for an element
of an input vector to be classified, the range is to be
compared with a difference between a corresponding
element of the first set of weights and a corresponding
element of the input vector, and the number of elements
of the input vector that are within respective ranges is to
be counted to classify the input vector.

15. The computer-readable medium of claim 14 wherein
sclecting comprises:

5

12

training a set of weights of a dummy neural network with
the plurality of candidate reference signatures; and

selecting as the plurality of training signatures a subset of
the candidate reference signatures that have a smaller
Euclidean distance to the set of weights of the dummy
neural network than any non-selected candidate refer-
ence signature.

16. A computer-readable medium storing instructions that,

when executed by a processor, cause the processor to perform

10 operations comprising:
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obtaining an input vector containing keystroke parameters
from a prospective user;

computing a difference between each element of the input
vector and a corresponding element of a first weight
vector of a neural network that has an output node
directly connected to an input node;

comparing the difference to a product of a corresponding
element of a second weight vector of the neural network
multiplied by a predetermined scale factor;

in response to a determination that the difference is less
than the product, incrementing a counter;

processing all of the elements of the input vector, deter-
mining the value of the counter; and

if the value divided by a total number of elements of the
input vector equals or exceeds a predetermined value,
authenticating the prospective user as a user correspond-
ing to an output of the neural network,

wherein the first weight vector has been trained by updat-
ing the first weight vector in multiple iterations, in each
iteration the first weight vector is subtracted from one of
a plurality of training vectors and multiplied by a learn-
ing factor that decreases after each iteration, and

each element of the second weight vector has been
obtained, after completion of training the first weight
vector, by computing a difference between a corre-
sponding element of a training vector and a correspond-
ing element of the first weight, repeating computation of
the difference for each of the training vectors, and deter-
mining a largest difference among the computed differ-
ences.

17. The computer-readable medium of claim 16, further

comprising instructions to cause the processor to update the
first weight vector of the neural network according to an
equation:

=, (0ld 401G~ ,(old))

where W, is the first weight vector of the neural network,
W (old) is the first weight vector of the neural network
before it is updated, n°****# is a classification factor, G,
is an element of the input vector, where k is an integer in
the range of 1 to the total number of elements in the input
vector.

18. The computer-readable medium of claim 16, wherein

the scale factor signifies the amount of variability to be

55 allowed in a user’s typing pattern during classification.

* * * ok *



