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Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Introduction 

 
The Bonds, Crime, and Property Program is intended to protect the State of Louisiana 
and Louisiana Tech University from financial and/or property losses resulting from any 
act and/or omission by any Louisiana Tech University employees in the performance of 
their respective duties.  Louisiana Tech University shall abide by all federal, state, and 
local guidelines and legal requirements, including the accounting control guidelines 
established by the Office of Statewide Reporting and Accounting Policy.  
 
The purpose of the Bonds, Crime, and Property Program is to: 
 
 Assign responsibility for developing and managing fiscal controls. 
 Establish each individual’s accountability for the performance of his/her duties in 

compliance with the University’s fiscal control program. 
 Reduce the University’s exposure and losses and to safeguard state assets against 

theft, robbery, abuse, etc. 
 Maintain the public’s confidence in the ability of University’s employees to 

conduct business in an honest and professional manner. 
 
 

Components of the Bonds, Crime, and Property Program 
 

1. University Policies and Procedures 
2. Bonds, Crimes, and Property Coverage 
3. University System of Internal Accounting and Administrative Controls (Internal 

Control) 
4. Security Plan 
5. Key Control Policies and Procedures 
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Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Component 1:  University Policies and Procedures 

 
A.  Program Responsibilities 

 
Louisiana Tech University, the Division of Finance, is responsible for developing and 
implementing a Bonds, Crimes, and Property Program.   
 
The University Bonds, Crime, and Property Program Policies and Procedures Manual is 
available online at https://www.latech.edu/administration/finance/comptroller/ and in the 
Office of the Comptroller, 128 Keeny Hall.  The Bonds, Crime, and Property Program is 
also included in the mandatory online training course offered quarterly by the University 
to new and continuing faculty and staff.  (See Component 1, Section C of this manual).   

https://www.latech.edu/administration/finance/comptroller/
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Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Component 1:  University Policies and Procedures 

 
B.  University Procedures 

 
The University policies and procedures for managing the University assets and the fiscal 
internal control system to minimize potential losses and damages include the following: 
 
 Handling/processing negotiable items such as cash, checks, and postage 
 Controlling inventories 
 Employee accountability for equipment assigned to them 
 The securing of vaults and safes 
 Purchasing procedures. 

 
Procedures for Negotiable Items: 
 
All University employees responsible for handling and processing negotiable items such 
as cash and checks must follow University policies and procedures related to cash.  The 
procedures for handling and processing negotiable items are included in Appendix A of 
this manual and in the online Louisiana Tech University Policies and Procedures at 
https://www.latech.edu/administration/policies/.  
 
 Policy 5402:  University Funds  
 
 Policy 5404:  Cash Handling Policy and Procedures 
 
 Policy 5405:  Permanent Cash Advance Policy and Procedures 
 
 Policy 5406:  Temporary Cash Advance Policy and Procedures 
 
Procedures for the handling of postage are maintained by the Post Office. 
 
Procedures for Controlling Inventories: 
 
Each department that maintains inventories is responsible for the control of these 
inventories, including the disposal of any obsolete or damaged items.  All employees 
responsible for receiving, handling, disbursing, and/or disposing of inventories must 
comply with their departmental procedures. Procedures for inventory control are 
maintained at the departmental level. 
 
Departments with inventories conduct annual inventory counts at the end of each fiscal 
year.  The department head certifies that the inventory amount submitted to the Office of 
the Comptroller is a true and correct valuation of the inventory.  The University’s Internal 
Auditor observes and verifies certain departmental inventory counts each year. 
  

https://www.latech.edu/administration/policies/
https://www.latech.edu/about/administration/policies/p-5402/
https://www.latech.edu/about/administration/policies/p-5404/
https://www.latech.edu/about/administration/policies/p-5405/
https://www.latech.edu/about/administration/policies/p-5406/
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Procedures for Equipment: 
 
All University employees are required to comply with the University Property Control 
Regulations.  The procedures regarding employee accountability for equipment assigned 
to them are included in Appendix B of this manual and in the online Louisiana Tech 
University Policies and Procedures at https://www.latech.edu/administration/policies/.   
At the end of the work shift, employees should secure all University property to ensure 
protection from theft or the elements, as appropriate.  These measures may include such 
actions as locking doors, locking gates, securing alarm systems, or placing a tarp 
covering over outside materials. 
 
 Property Control Regulations: 
  
 Policy 5301:  Property Regulations and Responsibility 
 
 Policy 5302:  General Procedure 
 
 Policy 5303:  Annual Inventory Process 
 
 Policy 5304:  Forms 
 
 Policy 5305:  Departmental Listings 
 
 Policy 5306:  Property Location Index 
 
 Policy 5307:  Data Sanitization Policy 
 
 Policy 2302:  Campus Computer Use Policy 
 
 Policy 5408:  Vehicle Use Policy 
 
 
Procedures for Vaults and Safes: 
 
All employees granted the authority to access University safes and vaults must follow all 
required procedures to limit unauthorized access by others.  Any keys, combinations, or 
codes for vaults, safes, or money boxes assigned to employees must be safeguarded at all 
times.   
 
General university procedures regarding the security of vaults and safes in applicable 
departments are located in Appendix C of this manual and online at 
https://www.latech.edu/administration/finance/comptroller/.  Departments with vaults and 
safes may also maintain additional policies and procedures at the departmental level.   
 
The Cash Handling and Vault Procedures for the Office of the Comptroller – Cashiers 
Office are included in Appendix D.  Cashiers are responsible for reviewing these 
procedures and agreeing to adhere to them.  Copies of the signed procedures are 
maintained in the Office of the Comptroller. 

https://www.latech.edu/administration/policies/
https://www.latech.edu/about/administration/policies/p-5301/
https://www.latech.edu/about/administration/policies/p-5302/
https://www.latech.edu/about/administration/policies/p-5303/
https://www.latech.edu/about/administration/policies/p-5304/
https://www.latech.edu/about/administration/policies/p-5305/
https://www.latech.edu/about/administration/policies/p-5306/
https://www.latech.edu/about/administration/policies/p-5307/
https://www.latech.edu/about/administration/policies/p-2302/
https://www.latech.edu/about/administration/policies/p-5408/
https://www.latech.edu/administration/finance/comptroller/
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Procedures for Purchasing: 
 
All University employees are required to comply with the Louisiana Tech Purchasing 
Policy and the State of Louisiana purchasing laws and regulations.  The University 
Purchasing Policy (Policy Series 5200) is included in Appendix E of this manual and in 
the online Louisiana Tech University Policies and Procedures beginning at 
https://www.latech.edu/about/administration/policies/p-5201/.   Additional information 
regarding the Louisiana Tech University Purchasing Office and purchasing policies and 
procedures is available at https://www.latech.edu/administration/administration-
facilities/purchasing/.  
 
 

https://www.latech.edu/about/administration/policies/p-5201/
https://www.latech.edu/about/administration/policies/p-5201/
https://www.latech.edu/administration/administration-facilities/purchasing/
https://www.latech.edu/administration/administration-facilities/purchasing/


 8 

Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Component 1:  University Policies and Procedures 

 
C.  Training Programs for Employees 

 
University-Wide Training Programs: 
 
The University conducts training programs for employees on an ongoing basis.  Training 
includes both formal programs and on-the-job training.  Training is documented by the 
appropriate office. 
 
University Policy 1442 addressing employee training is included in Appendix F of this 
manual and in the online Louisiana Tech University Policies and Procedures at 
https://www.latech.edu/administration/policies/.  The mandatory training programs 
include ethics, safety issues, sexual harassment, tobacco-free and drug-free workplace, 
violence in the workplace, Americans with Disabilities Act, bonds, crimes, and property 
control, and computer use policies. 

 
As stated in Policy 1442, training for the Bonds, Crime, and Property Program is 
included in the mandatory training required for all new faculty and staff and continuing 
faculty and staff once every three years.  The University offers the training course online 
quarterly.  The subjects contained in the course have been mandated by the Office of Risk 
Management, State of Louisiana, and other State and Federal agencies.  The online 
presentation for the Bonds, Crime, and Property Program is included in Appendix G of 
this manual. 
 
Other University-sponsored training programs are conducted as necessary to inform and 
train department heads, faculty, and administrative clerical staff regarding changes in 
University policies and procedures, including assets and property management issues. 
 
All University employees are required to participate in quarterly safety meetings.  These 
quarterly meetings may address the management of university assets and property. 
 
 
Departmental Training Programs: 
 
New employees receive individual training in the management of University assets and 
property administered or controlled by their particular department.  Supervisors and other 
employees provide on-the-job training to new employees.  Employees are provided with 
the policies and procedures applicable to their assigned job duties. 
 
Training is provided for all continuing employees as needed.  Employees will be required 
to attend University-sponsored seminars and training sessions related to their job duties.  
Employees may also attend conferences and meetings provided by outside agencies and 
organizations.  

https://www.latech.edu/about/administration/policies/p-1442/
https://www.latech.edu/administration/policies/
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Louisiana Tech University 

Bonds, Crime, and Property Program 
 

Component 1:  University Policies and Procedures 
 

D.  Investigation/Reporting Procedures for 
Incidents Involving Losses/Damages 

 
When a loss or damage involving University assets is determined, it is to be immediately 
reported to the University Police and the Associate Vice President for Administration and 
Facilities.  The Associate Vice President for Administration and Facilities will collect 
supporting information such as the Police Report, Inventory Report, Photographs, 
Statements, and, if readily available, repair estimates or other loss calculations. 
 
University Police will complete a Police Report and notify the following:  President, 
Internal Auditor, the Associate Vice President for Administration and Facilities, and the 
Vice President for Finance.  After investigation and verification of the loss, the Vice 
President for Finance will notify the Lincoln Parish District Attorney and the Office of 
Legislative Auditor. 
 
Upon collection of information concerning the loss and if deemed an insurable loss, the 
Associate Vice President for Administration and Facilities will complete Office of Risk 
Management (“ORM”) forms if available within ORM time restrictions.  Ideally losses 
will be reported within five working days with a complete claims package to the ORM 
Claims Unit.  If the complete claims package cannot be completed in a timely manner, 
the Associate Vice President for Administration and Facilities shall notify the appropriate 
claims officer of the loss with the claims package to be completed at a later date. 
 
Should an incident occur that could yield additional loss or potential of additional 
damage, the University will consult with appropriate professionals to minimize additional 
loss or evaluate the situation for the safety of persons and property. 
 
Periodically, but no less than every quarter the Associate Vice President for 
Administration and Facilities will download the report of active claims from the 
ORM/Sedgwick reporting system.  The report is reviewed to ensure that no claims are 
assigned to Louisiana Tech that are not University claims.  A copy of the report is 
provided to the Office of Environmental Safety and Human Resources.  Reviews of claim 
history are made to determine if there are trends or clusters of claims that require review. 

Policies and procedures are reviewed periodically to ensure that necessary changes and/or 
corrective actions are undertaken.  A specific loss incident may result in immediate 
review and revision of the policies and procedures. 
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Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Component 1:  University Policies and Procedures 

 
E. Policies/Procedures for Employees Requiring  

Bonds, Crime, and Property Coverage 
 

All individuals assigned to manage or handle cash, checks, or credit cards, University 
equipment or other property, or purchasing and/or other financial transactions should be 
authorized and trained for those duties.   
 
Employees who have duties related to cash, property, purchasing, and other financial 
transactions are responsible for reviewing and complying with the applicable University 
policies and procedures outlined in Component 1, Section B:  University Procedures. 
 
 
Specific Responsibilities for University Employees: 
 
Program Administration: 
 
The Vice President for Finance is designated as program administrator for the Louisiana 
Tech University Bonds, Crime, and Property Program.  The Division of Finance is 
responsible for the implementation of an internal fiscal control program and for 
reviewing the fiscal control program regularly for efficiency and effectiveness. 
 
 
Supervisor Responsibility: 
 
Supervisors must insure that employees are properly trained in the program’s policies, 
procedures, and guidelines so that all safeguards are followed at all times.  Supervisors 
should review the program’s internal controls to ensure protection of the University’s 
assets and property from losses.   
 
 
Employee Responsibility: 
 
The program applies to all employees who manage or handle any of the following: 
 
 Negotiable items such as cash, checks, or credit cards 
 Inventory 
 University equipment or other property 
 Purchasing or other financial transactions 

 
Employees are expected to follow the program fiscal controls and to report any 
deviations.  Deviations include but are not limited to: 
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 Deliberate recording of a transaction with inadequate documentation, inadequate 

information, and/or approval 
 Deliberate omission of information in a financial/statistical report 
 Failure to safeguard an asset 
 Unauthorized use of an asset 
 Failure to safeguard fiscal/personal information 
 Failure to secure files with confidential information. 

 
An employee should report a deviation from program controls in accordance with 
University policies and procedures. 
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Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Component 2:  Bonds, Crime, and Property Coverage 

 
All University employees are covered under a fidelity bond through the State of 
Louisiana Office of Risk Management.  The Employees Faithful Performance Blanket 
Bond covers loss sustained by the University because of dishonest or fraudulent acts of 
employees or by failure of employees to faithfully perform duties.  The following 
mandatory areas are covered: 
 

1. Property Manager Bond: This bond covers dishonest or fraudulent acts or failure 
to faithfully perform duties in connection with the handling and control of state 
property, resulting in loss to insured.  

2. Notary Bond: This bond guarantees that a notary public will comply with 
applicable laws and regulations.  

3. Postal Bond: This bond guarantees that a post office contract, branch, or station 
located at such places as a university or college shall faithfully discharge all 
duties required under rules and regulations of the U.S. Postal Service. It must 
account for, deliver, and pay over monies, mail matters, and other properties that 
come in its possession to the proper post office official.  

4. Public Official Bond: This bond is required for state elected or appointed officials 
to fill positions of trust. It protects against dishonest and fraudulent acts as well as 
a person's failure to perform duties required.  

5. Crime (Inside/Outside Premises): Money and Securities; Depositors Forgery 
(usually secured by Combination Crime Policy): This policy should cover all 
perils except those that are excluded by the policy on money and securities 
including outside premises while conveyed by messenger. Property other than 
money and securities is insured against robbery or burglary. Coverage is provided 
against loss through forgery or alteration of checks drawn by insured. The Crime 
Policy shall also provide coverage for property damage to a safe during an 
attempted or actual robbery.  
 

Information regarding the fidelity bond’s coverage for the University may be obtained by 
contacting the University’s Division of Administration and Facilities. 
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Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Component 3:  Internal Control 

 
The University has established a system of internal accounting and administrative 
controls in accordance with applicable federal laws and Louisiana state statutes and 
regulations.  The internal control procedures include the following: 
 
 Reasonable assurance that internal control objectives will be met. 
 
 Competent personnel with adequate education, experience and training to 

accomplish their assigned duties.   
 
 Internal control objectives including: 

o Obligations and costs comply with applicable state laws (e.g., state 
contracts and bid process.)   

o Funds, property, and other assets are safeguarded against waste, loss, 
fraud, unauthorized use, or misappropriation. 

o Revenues and expenditures are properly recorded and accounted for to 
permit the preparation of reliable financial reports and maintain 
accountability over University assets. 

 
 Documentation of internal control systems, transactions, and events. 

 
 Documentation for the recording of cash receipts, purchasing, University assets, 

and other financial transactions is available in the appropriate department.  
  
 Separation of duties.  Key duties (e.g., authorizing, approving, and recording 

transactions; issuing or receiving assets; making payments; and reviewing or 
auditing) are assigned to separate individuals or separate departments to minimize 
the risk of loss to the State and University.  Duties are assigned so that no one 
individual controls all phases of an activity or transaction.  There are multiple 
departments in the Division of Administration and Facilities and the Division of 
Finance that coordinate expenditure functions ranging from payroll to purchases.  
For example, the Purchasing Office is responsible for the procurement of 
supplies, equipment, and services for the University; the Receiving Depot, part of 
the Physical Plant, receives equipment, supplies, and other purchases; the 
Property Office maintains the moveable property inventory, and the Office of 
Comptroller is responsible for the disbursement of payments to vendors for these 
goods and services.  

 
 Supervision.  Proper supervision is provided in each University department to 

assure that approved procedures are followed.  Lines of personal responsibility 
and accountability are cleared defined. Both classified and unclassified employees 
have official job descriptions that are updated periodically by the supervisor and 
the employee. 
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 Access to Resources.  Access to resources is limited to authorized personnel.  

Access includes both direct physical access and indirect access through the 
preparation or processing of documents that authorize the use or disposition of 
resources.  Periodic internal audits are made comparing the physical resources 
with the recorded accountability to determine whether the two agree.   

 
Examples: 
 
o Cash Counts. There are periodic unscheduled cash counts of the 

Comptroller vault and the Cashier money boxes by other Comptroller 
personnel.      

o Inventories. A physical inventory is conducted annually in each 
department that maintains inventories.  The objective of the annual 
inventory is to update and verify all items on hand, thus ensuring the 
accuracy of the accounting data.  The University’s Internal Auditor 
observes and verifies certain departmental inventory counts each year.  All 
final inventory reports are compiled and sent to the Office of the 
Comptroller.  Copies of the reports are sent to the Internal Auditor. 

o Athletic Tickets.  Athletic tickets are counted and reconciled by the 
Athletic Ticket Office and then forwarded to the Office of the Comptroller 
for independent count and review. 

o University Deposits.  The cashiers’ daily receipts and the daily bank 
deposit are reviewed and verified daily by employees in other areas of the 
Office of the Comptroller.  All checks are remotely deposited by the 
cashiers each day using the bank’s remote deposit capture system.  
University police transport cash deposits to the bank as needed and are 
required to sign a register (log) in the Cashiers’ Office when the locked 
bank bag is picked up and returned. 

 
 Addressing Audit Findings. The appropriate University department is responsible 

for promptly evaluating findings and recommendations reported by auditors; 
determining proper action, and implementing actions that correct the findings 
within the designated time frame. In the event of findings and recommendations 
by the University Internal Auditor, Louisiana Legislative Auditor, or any other 
outside auditor, the following procedures are followed: 

 
o The appropriate department will evaluate the findings and 

recommendations, determine the proper actions, and respond in a timely 
manner.  The response will include a corrective action plan with estimated 
implementation dates to resolve findings, whether or not the availability of 
resources is a restraining factor.  Such lack of resources should be 
documented. 

o The findings and/or recommendation, along with the response from the 
department, is reviewed by the appropriate dean (if applicable), 
appropriate Vice President or Associate Vice President, and the University 
President. 
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o The University’s response is submitted to the Internal Auditor or the 
Legislative Auditor by the designated deadline. 

o The department head, the Internal Auditor, and or/other appropriate parties 
will periodically review the progress made in implementing the corrective 
action plan to help ensure completion by the specified dates. 
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Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Component 4:  Security 

 
The University’s goal is to ensure the safety and security of each University employee, 
student, and visitor, while also securing University property.  The University Police 
Department is responsible for the University’s overall security plan.  The University 
Police maintains a detailed procedure manual that includes specific policies and 
procedures for securing the campus.  The security plan is re-evaluated annually and as the 
situation necessitates. For enhanced security, these procedures are not published for the 
general public. 
 
Public Access to University Property: 
 
Louisiana Tech University is a public facility with access available to the general public.  
There are specific areas such as centers for research and access to sensitive equipment 
and materials that require restricted access.  Unit Heads shall review their area for the 
need of restricted access and where appropriate employ access control devices.  These 
devices can range from signage, locked doors with key access, electronic controlled 
access recording entry, and electronic controlled access recording entry and exit. 
 
Unit Heads are responsible for determining the level of access required for their specific 
areas.  The University Police, Research Committee, and Office of Environmental Health 
and Safety should be consulted as appropriate. 
 
All University employees are responsible to ensure that there are not unauthorized 
persons in their area.  All suspicious persons should be reported to University Police. 
 
Security Systems: 
 
Department Heads and/or Property Managers shall periodically review property located 
in their area of responsibility to determine whether electronic monitoring measures 
(security systems and camera systems) should be deployed.  Acknowledging that the 
campus and each situation is unique, no single policy or rule of measure is appropriate for 
all areas of the campus. 
 
Department Heads and/or Property Managers shall periodically review their area for 
potential of loss, accreditation, or other requirements to determine if additional measures 
such as security systems and cameras are needed. 
 
In the review process, Department Heads and/or Property Managers should consult with 
University Police to determine the location of cameras, if they should be monitored, and 
if a security system should be deployed.  If a security system is deployed, the appropriate 
Department Head and/or Property Manager will determine if the security system is to be 
remotely monitored and who will have access to arm and disarm the system.  Security 
codes should be changed as employees leave service with the department.  Department 
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Heads should maintain a list of persons with access to arm and disarm the security 
system. 
 

Examples of security measures for the University include: 
 
 Departmental vault, safes, and alarm systems – See Appendix  C 
 Electronic access systems for University buildings 
 Police responsibility for transport of University bank deposits 
 Night patrol by police officers and police student employees 
 Use of golf carts to carry students across the campus, particularly after dark 
 Safety programs for students conducted by the Division of Student Advancement 
 “High Mast” lighting for safety 

 
The University has also established a Crisis/Risk Management Plan for the campus.  As 
part of this plan, the University has established an Emergency Response Team that is 
designated to handle emergency situations that may affect the entire campus.  
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Louisiana Tech University 
Bonds, Crime, and Property Program 

 
Component 5:  Key Control 

 
The purpose of the University-wide key control policy is: 
 
 To ensure that all University keys are accounted for and used appropriately. 
 To implement a tracking system for all University keys. 
 To ensure the safe access and security to all University buildings. 

 
The University-wide key control policy, Keys for Offices and Buildings: Policy 4106 is 
included in Appendix H of this manual and in the online Louisiana Tech University 
Policies and Procedures at https://www.latech.edu/administration/policies/.  
 
The key and electronic access (FOB and RFID Campus ID card) policies for specific 
buildings and departments are included in Appendix H of this manual.  

https://www.latech.edu/about/administration/policies/p-4106/
https://www.latech.edu/administration/policies/
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Louisiana Tech University 

Bonds, Crime, and Property Program 
 

Other University Policies and Procedures 
 

 
Other University-wide policies and procedures related to the Bonds, Crime, and Property 
Program are included in the online Louisiana Tech University Policies and Procedures 
https://www.latech.edu/administration/policies/.  

  
 Policy 1306:     Records Retention and Disposition 
 Policy 2303:    Policies on Internet Use 
 Policy 2304:   Ethical and Legal Use of Computer Software for Members                    
                                          of the Academic Community 

Policy 4103:   Insurance Protection for Personal Property Located on 
Campus 

Policy 4107:    Locking and Unlocking Buildings 
 Policy 4200 Series:   Safety Plan 
 Policy 5407:    Information Security Program 
 Policy 6100:    Student Handbook 
 

 
 
 
. 

https://www.latech.edu/administration/policies/
https://www.latech.edu/about/administration/policies/p-1306/
https://www.latech.edu/about/administration/policies/p-2303/
https://www.latech.edu/about/administration/policies/p-2304/
https://www.latech.edu/about/administration/policies/p-4103/
https://www.latech.edu/about/administration/policies/p-4107/
https://www.latech.edu/about/administration/policies/p-4200/
https://www.latech.edu/about/administration/policies/p-5407/
https://www.latech.edu/about/administration/policies/p-6100/
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Appendix B 

 















EQUIPMENT TRANSFER REQUEST 
 
 
TAG 
NUMBER 

DESCRIPTION TRANSFER TO 
DEPT # 

NEW 
LOCATION 
CODE 

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
1.   Fill in the required information as indicated above. 
2 Signatures of the requesting person, receiving person AND the appropriate 

Department Head(s) are required. 
3. Submit completed form to the property office PRIOR to moving equipment. 
 
 
______________________________________________________ 
Date  Person Requesting Transfer 
 
______________________________________________________ 
Date  Department Head 
 
 
______________________________________________________ 
Date  Person Receiving Property 
 
______________________________________________________ 
Date  Department Head 

4/2002-Property



EQUIPMENT DISPOSITION REQUEST 
 
 
TAG 
NUMBER 

DESCRIPTION BLDG/ROOM CONDITION OF ITEM 

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   

 
 

   
 

 
 

   

 
 

   

Recommended Disposal: (check one) 
_________Functional surplus 
_________Scrap 
_________Trade-in 
_________Dismantle for Parts 
_________Stolen (Police report required) 
 
 
__________________________________________________________________ 
Signature of Releasing Department Head                       Date 
 
 
__________________________________________________________________ 
Contact Person/Phone 
 
 
__________________________________________________________________ 
Reason for Deletion 

4/2002-Property



 







REQUEST FOR OFF-CAMPUS USE OF TAGGED ITEMS 
 
 
DEPARTMENT NAME_______________________________________________ 
 
REQUESTING PERSON_____________________________________________ 
Please print 
 
Request permission to remove the following tagged item(s) of State Property from the  
Louisiana Tech University Campus: 

 
 

Tag #____________ Description _______________________S/N________________ 
 

Tag #____________ Description _______________________S/N________________ 
 

Tag #____________ Description _______________________S/N________________ 
 

Tag #____________ Description _______________________S/N________________ 

 
The purpose of this request is:  ___________________________________________ 
 
____________________________________________________________________ 
 
Date equipment is to be used:  ____________________to___________________ 
                                                          (All forms expire at the end of each academic year) 
 
 
This completed form must be returned to the property office PRIOR to the removal of equipment. 
__________________________________________________________________________ 
 
 
 
___________________________________________________ 
Signature of Primary User 
 
___________________________________________________ 
Signature of Department Property Custodian 
 
___________________________________________________ 
Signature of Department Head 
 
____________________________________________________ 
Signature of Property Manager  Date Approved 
 
 
 
Please note:  In accordance with state regulations (Title 34, Part VII/305) “Each person to whom property is entrusted 
….shall be liable for the payment of damages whenever his wrongful or grossly negligent act or omission causes any 
loss, theft, disappearance, or damage of property for which he is responsible.” 
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Louisiana Tech University 

Departmental Vault and Safe Control 

This policy provides guidelines for the safeguarding of cash and non-cash items secured in a 
departmental vault or safe. 

Policy: 

1. All University employees who receive and/or deposit cash must properly safeguard the cash 
and deposit it timely with the Cashiers Office. 

The policy and procedures regarding cash handling are outlined in Policy 5404 of the online 
Louisiana Tech University Policies and Procedures 
at https://www.latech.edu/administration/policies/. 

All departments that collect cash or checks on a regular basis should have a vault, safe, or other 
secure locked location to secure University assets or make a daily 
deposit of funds. Departments handling limited cash or checks should make timely deposits to 
avoid the storing of University assets overnight. 

2. Vault combinations: 

Each department with a vault or safe should assign one person in the department as the vault/safe 
custodian and at least one individual as the backup custodian. These individuals should safeguard 
the combination to the vault or safe. 

The combination should be changed periodically and whenever an employee who has the vault 
combination separates from the University, transfers to another department, or changes job 
duties. Such action should be taken in a timely manner. 

3. Vault Keys (if applicable): 

Each department should assign one or more persons in the department responsibility for the key 
to the vault. These individuals should safeguard these keys at all times. 

Whenever an employee who has the vault combination separates from the University, transfers to 
another department, or changes job duties the vault key must be returned to the department head. 
Any extra keys must be kept in a secure location. 

4. Alarm System (if applicable): 

Departments with vaults/safes maintaining larger operating cash funds and daily receipts prior to 
a deposit should periodically review the need for an alarm control system. Major vault and cash 
handling areas should consider the need for a video camera security system and a silent “hold 
up” alarm for additional security and safety of the University assets and the employees. 

https://www.latech.edu/administration/policies/


For departments with an alarm system, access to alarm codes should be carefully controlled by 
the department and the employee. Each department should assign one or more persons in the 
department responsibility for the access code to the alarm. These individuals should safeguard 
the codes at all times. 

Whenever an employee who has the alarm system access code separates from the University, 
transfers to another department, or changes job duties the access code should be deactivated. 

5. The Vault/Safe Custodian is responsible for the following: 

• Assuring that the university assets are secured in the vault or safe. 
• Assuring that the vault is not left unattended while it is open. 
• Assuring that the vault is locked at all times when not in use. 
• Maintaining a log or register of transactions. 
• Reconciling the vault cash on a regular basis. In the event that assets are 
• Found missing, the department head must be notified immediately. 
• Forwarding vault reconciliations should be forwarded to the department head for review. 

6. The department head or the internal auditor will periodically perform a random (unannounced) 
vault reconciliation. 
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Policy 5216 – Purchasing Card (LaCarte)

Revision Date: 2/14/2017

Responsible O�ce: Purchasing O�ce

Reference: State Procurement O�ce

Introduction

Louisiana Tech University has entered into an agreement with the State of Louisiana and Bank of America that

provides quali�ed employees with a Visa Purchasing Card to purchase low cost materials and services. Using

the Purchasing Card bene�ts the University and its vendors through:

Prompt payments to vendors

Reduced processing costs and paper �ow

Controlled decentralization of Purchasing

The Purchasing Card will provide the University with a system which is e�cient, �exible, and convenient for

departments purchasing goods and services directly from vendors for transactions up to $5,000. The Purchasing

Card simpli�es the way in which departments may order small dollar goods and services from vendors that

accept the Visa credit card.  Multiple purchases may be made with the Purchasing Card for contract purchases,

each day, up to but not exceeding $5,000 per contract.  Purchases from contract vendors must be for each

contract’s speci�c approved contract items.   

The Purchasing Card program is designed to delegate the authority and capability to purchase small dollar items

directly to the end user or department. Use of the Card will enable cardholders to purchase non-restricted items

directly from vendors without the issuance of a requisition or a purchase order.

As a State agency, Louisiana Tech University is bound by the State Purchasing Card Policy, State Statutes, State

Executive Orders, PPM49, and Federal regulations and laws. To ensure compliance with these requirements,

cardholders must adhere to the guidelines outlined in the application and cardholder agreement. The policies in

the application and agreement, as well as any revisions by the Purchasing Department, pertaining to the

program must be followed when using the Purchasing Card.



De�nitions

Account holder/Cardholder – terminology used to reference the employee that has been issued a purchasing

card.

Agreement Form – a form signed by a program administrator, cardholder and cardholder approver, annually, that

acknowledges they have received required training from agency, completed the state’s certi�cation requirement

and received a passing score of at least 90, understands the purchasing card policies, both state and agency,

and accepts responsibility for compliance with all policies and procedures.

Cardholder Enrollment Form – A form that initiates the purchasing card issuance process for the cardholder.

Controlled Billed Account (CBA) – a credit account (no plastic cards issued).  These accounts are direct liabilities

of the State.  CBA Accounts are controlled through an authorized administrator(s) to provide means to purchase

any allowed transactions/services allowed in the current State Liability Travel Card and CBA Policy,  Although

other travel related charges are now allowed on the CBA account, the traveler should be aware that there is no

plastic issued for a CBA to ensure that this will not impair his/her travel plans.

Cycle – The period of time between billings. For example, the State of Louisiana P-Card closing period ends at

midnight the 5th of each month. Synonymous with “billing cycle”.

Cycle Limit – Maximum spending (dollar) limit a P-Card/CBA is authorized to charge in a cycle. These limits

should re�ect the individual’s purchasing patterns. These are preventative controls and, as such, should be used

judiciously.

Disputed Item – Any transaction that was double charged; charged an inaccurate amount, or charged without

corresponding goods or services by the individual cardholder.

Fraud – Any transaction, intentionally made that was not authorized by the cardholder of not for O�cial State

Business.

MCC Code (Merchant Category Code) – A standard code the credit card industry used to categorize merchants

based on the type of goods or services provided by the merchant. A merchant is assigned an MCC by the

acquiring bank.

Merchant – A business or other organization that may provide goods or services to a customer. Synonymous

with “supplier” or “vendor”.

P-Card – A credit account issued in an employee’s name. This account is direct liability of the State and is paid by

each agency. P-Card accounts are an alternate means of payment for purchases of goods and services.

P-Card/Billing Cycle Purchase Log – Paper and electronic, once Work�ow is implemented, this log is used in the

reconciliation process for purchases/services charged during the billing cycle.  The log is used to document

cardholder approval of purchases billed by matching the paper billing statement, received from the bank, to the

log and the documentation obtained from the vendor(s).  Approval of the log by the cardholder can either be by

signature (paper log) or electronic signo� (through WORKS Work�ow reconciliation).  Likewise, the designated

approver (supervisor of cardholder which is at least one level higher than cardholder) can either be by signature

(paper) or electronic signo� (online in WORKS Work�ow).

SPL (Single Purchase Limit) – The maximum spending (dollar) limit a P-Card is authorized to charge in a single

transaction. Under no circumstances will a cardholder have a SPL exceed $5,000.00.  The SPL limit may be up to

$5,000; however, this limit should re�ect the individual’s purchasing patterns. These are preventative controls



and, as such, should be used judiciously. Purchases shall not be split with the intent of and for the purpose of

evading the P-Card single purchase limit set for cardholder, or state purchasing regulations.

Transaction – A single purchase. A credit also constitues a transaction.

Transaction Documentation – All documents pertaining to a transaction. The documentation is also used for

reconciliation at the end of the billing cycle and is to be retained (and scanned) with the monthly reconciliation

documentation for review and audit purposes. Examples of transaction documentation include, but are not

limited to: itemized purchase receipts/invoices (with complete item descriptions, not generic such as “general

merchandise”, receiving documents, credits, disputes, and written approvals.

WORKS Work�ow – Bank of America’s online system that includes user pro�les and transaction work�ow. 

Implementation Procedure

The O�ce of Purchasing is responsible for the implementation and administration of the purchasing card.  To

ensure that purchasing card utilization is used in adherence with University budget, accounting and audit

policies, the O�ce of Purchasing will coordinate purchasing card management with the O�ce of Comptroller,

University Research and O�ce of Internal Audit.

 No Purchasing Card shall be issued to any Program Administrator, CBA Administrator or auditor or any other

roles associated with administering, monitoring or reviewing the activities of the Purchasing Card Program.  No

Purchasing Card shall be issued to any non-state employee.

The O�ce of Purchasing has developed and will maintain an application form that contains the following

information:

Name of Cardholder

Cardholder’s department

Name of Cardholder’s immediate supervisor

Email of Cardholder’s immediate supervisor

Signature of Cardholder’s immediate supervisor

University department codes that Cardholder is authorized to utilize

Cardholder University address

Cardholder phone number

Cardholder email address (in adherence with State Purchasing Policy)

Single transaction limit

Monthly limit

Cardholder signature

Approver’s (Monthly Transaction Reviewer) name

Approver’s signature

Approver’s email

Comptroller approval (signifying budget authority)



Notes:

In most cases, Cardholders may have only one card.  When the cardholder reviews transactions each month, the

cardholder will assign University account and budget object code for each transaction.  Grant purchases and

other University fund purchases should not be made on the same card.

In case of grants administered by University Research, University Research will serve as approver.

All cardholders must have a reviewer that is at least one level of authority higher than the cardholder.

No cardholder can be their own reviewer.

The O�ce of Human Resources will receive noti�cation of adverse Internal Audit �ndings and document in

Personnel Files �ndings in accordance with Civil Service regulations and policies of the University of Louisiana

System.

The O�ce of Human Resources will ensure that the O�ce of Purchasing is noti�ed of the separation of any

cardholder from University employment.  If employee is separated from service before the card is collected,

Purchasing will immediately cancel the card and notify the immediate supervisor and/or University Research to

ensure that all transactions are documented in WORKS Work�ow system.

Process in Obtaining Purchasing card

Employee must take and pass with a minimum of 90% the State of Louisiana on-line test.  Evidence of

completion must be printed by employee and submitted with an application form.

Employee’s direct supervisor must review and approve the application (supervisor must have completed on-

line exam and passed with a minimum of 90%).  Supervisor will route the form through all o�ces on the routing

form.  (Approving authority in O�ce of Comptroller and University Research must have passed the State exam

with a minimum score of 90%).

Employee requesting a purchasing card must complete and sign State of Louisiana Cardholder agreement

form.  The cardholder application will not be processed unless the cardholder approver form has been

completed and the approver has passed the on-line exam with a 90% score.  Completed application form will

be kept on �le in the O�ce of Purchasing for 3 �scal years.

Signed cardholder approver forms and proof of passing the on-line exam are kept on �le in the O�ce of

Purchasing for three �scal years.

The purchasing card program administrator agreement form will be completed by the Director of

Purchasing and maintained with other cardholder information.  A copy with proof of passing the on-line

exam will be sent to the President and the Director of Internal Audit.

The O�ce of Purchasing will receive and issue purchasing cards and maintain a database that includes the

card application, date card is received, date card is issued and date card is returned by cardholder.

Monthly Review Process

Within 5 working days of the close of each month, cardholder will review each transaction.



Cardholder will scan and upload into system all receipts

Cardholder will certify that each transaction was made within University and State Purchasing card Policies

Cardholder will assign a University account & budget object code to each transaction

Cardholder will attach original receipts to paper statement and forward paper statement to approver.

 

If Cardholder does not approve transactions within �ve working days, Approver will move the transactions up the

system.  Approver will counsel cardholder and determine if cardholder is to maintain the privilege of having a

card.

If Cardholder will be on extended leave, the cardholder must notify their Approver and the Purchasing O�ce to

suspend the card or reduce limits on the card to $1.00, until the cardholder returns to the University.

If sales tax is included on transactions, cardholder is responsible for obtaining a credit for the charged sales tax. 

Credit must be issued to card account.

 

Within 10 working days of the close of each month, �rst level reviewer will review and approve each transaction. 

Should documentation, account, budget object code or any other issue need to be corrected, approver will make

the correction.  If purchases are to be charged to a grant, University Research will review expenditure to ensure

it is in compliance with grant guidelines and restrictions.

Approver will ensure that original statement and receipts are signed, reviewed and forwarded to the O�ce of

Purchasing.  Electronic signatures in Work�ow by the cardholder and the approver are required as well as a

signed log matching the monthly statement.

 

If approver does not approve transactions within �ve working days, Purchasing will move the transactions up the

system.  Purchasing will counsel cardholder and approver and determine if cardholder is to maintain the

privilege of having a card.

If cardholder has not had sales tax collection removed, approver will either require that sales tax be credited or

take necessary steps to obtain a credit for sales tax.

 

Within 15 working days of the close of each month, the O�ce of Purchasing will review each cardholder

statement and approve or cause documentation to be corrected.  The O�ce of Purchasing will review

transactions and statements for adherence with purchasing regulations and purchasing card policies.

O�ce of Purchasing will ensure that the original statement and receipts are signed, reviewed and forwarded to

the O�ce of Comptroller.

O�ce of Comptroller will con�rm University account coding and issue EFT payment prior to the end of each

month.

Hard copies of all statements will be maintained with other �nancial records in the O�ce of Comptroller.



O�ce of Purchasing will run all required reports and certify to the State O�ce of Purchasing and Travel that all

reports have been run and reviewed.  The monthly report shall state that all �ndings have been investigated,

documented and handled appropriately.

O�ce of Purchasing will check all contract purchases to ensure purchases are for each contract’s speci�c

approved contract items while performing monthly audit of statements.

Should approver note improper purchasing activity

If approver is not immediate supervisor, approver shall notify the immediate supervisor.

Immediate supervisor shall determine if activity is incidental.  If activity is incidental, supervisor will counsel

cardholder.

If activity is serious, supervisor shall notify O�ce of Purchasing to suspend card and notify O�ce of Internal

Audit.  O�ce of Internal Audit shall determine if further investigation is warranted.  Investigation shall follow

standard University Internal Audit procedures.

If at any time illegal activity is detected, the O�ce of President and the O�ce of Comptroller shall be noti�ed and

further noti�cations are made as required by law or policy.  Further noti�cations include State Purchasing,

Legislative Auditor, and the District Attorney.  Illegal activity may result in the loss of job and reimbursement of

unauthorized charges.

Card suspension shall not be lifted without recommendation of Internal Audit and Immediate Supervisor.

Should the O�ce of Purchasing note improper purchasing activity

If Purchasing determines that the activity is incidental, Purchasing shall counsel both approver and cardholder

and cause any necessary corrective action to be taken.

If Purchasing determines that the activity is serious, Purchasing shall suspend the card and notify the O�ce of

Internal Audit.  If the O�ce of Internal Audit determines  further investigation is warranted, investigation shall

follow standard University Internal Audit procedures.

If at any time illegal activity is detected, the O�ce of President, O�ce of Internal Audit and the O�ce of

Comptroller shall be noti�ed.  Further noti�cations include State Purchasing, Legislative Auditor, and District

Attorney.

Card suspension shall not be lifted without recommendation of Internal Audit and Immediate Supervisor.

Annual Review Process

O�ce of Purchasing shall run and review all required reports and certify to the O�ce of State Purchasing and

Travel.

O�ce of Internal Audit will audit Purchasing card system and transactions per State Purchasing Requirements

and Internal Audit Plan.

The O�ce of Purchasing will review annual card utilization to identify any cards with no use.  If a card has no use,

cardholder and immediate supervisor shall be contacted to determine if cardholder requires continued use of a

card.



O�ce of Purchasing will prepare annual report identifying individual cardholders and submit to the O�ce of

President for review and approval.

O�ce of Purchasing will require that each cardholder complete a new application and route the application

through the approval process.   The annual report shall state that all �ndings have been investigated,

documented and handled appropriately.  The O�ce of Internal Audit and the O�ce of the President shall receive

a copy of this Report.

The O�ce of Purchasing will ensure that an electronic copy of all transactions and reports on the Work�ow

System are backed up for archival purposes.

Each year, the O�ce of Purchasing shall provide training on purchasing use, WORKS Work�ow system, and

annual changes in the system.

Purchasing Card Cardholder’s Guide

I.          Overview

A.    Louisiana “LaCarte” Purchasing Card

Louisiana “LaCarte” Purchasing Card is a Visa Card used by Louisiana Tech University employees to

purchase materials and services up to $5,000 per transaction (including shipping and handling). It is the

preferred purchasing tool used to purchase low cost materials and services.

B.    How Your Card May Be Used

Your card may be used for any purchase of materials and services provided that:

1. The transaction does not exceed $5,000, including shipping and handling charges;

2. The transaction does not fall within one of the merchant groups/spending categories excluded by

cardholder request;

3. The transaction does not involve a purchase of one of the types listed in Exhibit I.

C.   Purpose and Bene�ts of Using the Purchasing Card

1. To simplify and reduce costs of the purchasing and payment process for material orders and services

under $5,000 where applicable. The cardholder uses the card to make the purchase from suppliers

without completing purchase orders or requisitions. All necessary service contract procedures must be

followed; only the method of payment has changed.

2. To simplify and reduce the number of invoices processed by Accounts Payable. One monthly invoice

is paid to Bank of America versus handling large volumes of low dollar invoices.

3. The Purchasing Card process pays the suppliers within two business days of requesting payment for

merchandise provided.

D.   Purchasing Card Cycle



1. Suppliers receive remuneration from Visa within two business days of requesting payment for

merchandise provided.

2. Adhere to all provisions herein.

3. Statements are received each month. Cardholder and approver reviews statement for appropriate

charges, attaches receipts for each charge, signs statement and forwards statement to the Purchasing

O�ce.

4. Louisiana Tech University remits payment to the Bank of America by the 30th business day of each

month.

5. Individual charge transactions are received electronically each month and down loaded into the

University’s Accounting system to allow charges to be posted to each cardholders FIS account.

II.        Cardholder’s Responsibilities

A.   General Responsibilities

1. The card is used for payment of materials and services under $5,000 (including shipping and

handling charges). The transaction and credit limits on the card have been approved by the Approver,

Comptroller, University Research (if applicable) and the Purchasing Department. The Purchasing Card

delegates the expenditure and purchasing authority, less than $5,000, to the authorized cardholder.

2. Individual transactions must be reviewed in Work�ow System as described in this policy.

3. The Purchasing Card remains the property of Bank of America. It may not be transferred, assigned

to, or used by anyone other than the designated cardholder. The cardholder will surrender the

Purchasing Card upon request to Louisiana Tech University or any authorized agent of Bank of

America.

4. Louisiana Tech University retains the right to cancel a cardholder’s privileges. Cards may be revoked

for misuse or non-compliance with procedures and/or the Cardholders Agreement.

5. State sales tax should not be charged on card purchases. Cardholders should make every e�ort at

the time of purchase to avoid being charged state sales tax. Please notify the vendor before the

purchase is rung up that your card is tax exempt. In the event state sales tax is charged, it is the

Cardholder’s responsibility to have the vendor-merchant issue a credit to the Cardholder’s account.

Cardholder cannot receive cash or check as reimbursement for taxes. If the vendor refuses to

reimburse taxes, cardholder should not use this vendor for future purchases.  Cardholder may also be

responsible for reimbursement of taxes if the tax is $25 or more.

6. Expiring Purchasing Cards will automatically be replaced/renewed prior to the expiration date by

Bank of America. All replacement/renewed cards will be sent to the Agency’s program administrator.

7. The Cardholder is also responsible for maintaining the security of card data such as the account

number, the expiration date, and the card veri�cation code (CVV), the 3-digit security code located on



the back of the card.

8. Never accept cash in lieu of a credit to the purchasing card account.

9. Never use the Purchasing Card for fuel or vehicle maintenance since Louisiana Tech uses FuelTrac

(fuel card and maintenance program).  However, in the event that the fuel program is not covered in a

certain geographic area, then the purchasing card may be used for maintenance only (not fuel). 

Documentation of the transaction should be maintained indicating the reasons why a fuel card could

not be used.

10. Never use the Purchasing Card to avoid procurement or payment procedures.

B.  Ordering and Receiving of Materials and Services

The cardholder is responsible for ensuring receipt of materials and services, and resolving any receiving

discrepancies or damaged goods issues. (For disputes or questions, see item F.)

1. Ask the supplier if they will accept Visa.

2. The card is used for payments under $5,000. Ask the supplier to calculate the total value of the

order, including shipping & handling charges and freight costs. If the total charge is over $5,000 the

card cannot be used.

a. Do not split a transaction into two or more transactions to get below the single transaction limit.

Each cardholder must know the monthly spending limits of your card. 

b. Exception to this policy may require cancellation of your card.

3. Obtain from the supplier a sales receipt or invoice which itemizes and details the order. Retain this

documentation for matching with your monthly statement.

4. The Cardholder shall never send a copy of the P-Card if requested by a merchant. If this is required

for payment, then the cardholder must use another form of payment other than the State Liability Card.

5. For purchases with online vendors such as Amazon, PayPal, Ebay, etc, cardholders must have a

standalone business account or registration.  The account or registration cannot be combined with an

individual’s personal account.  By doing this, it allows approvers, Purchasing, and auditors access to

view the accounts online while verifying that all purchases are business related and email receipts are

not altered and that all purchases are being delivered directly to Louisiana Tech University (instead of a

home address).  Purchasing from these vendors is strongly discouraged.

C.   Telephone Orders

1. Provide the supplier with your complete shipping instructions including name, street address, and

internal location information.

2. Instruct the supplier to include in the delivery package a sales receipt, invoice, or the Purchasing

Card charge slip itemizing the order.



3. Instruct the supplier to send any sales receipt or invoice directly to you rather than the Accounts

Payable Department. This will avoid the possibility of having the same invoice paid twice.

D.   If Approval is Denied

1. If a supplier advises that card approval has been denied, it is most likely a violation of one the

established levels of authority checks.

a. Example – the purchase exceeds the single transaction limit of $5,000

b. Example – the account is over the monthly number of transactions limit and/or spending limit.

c. Example – the purchase is a violation of a Merchant Group/Spending Category code or a

Merchant Category Code to which access is prohibited.

d. Example – cardholder’s purchasing card has expired and hasn’t picked up and signed for new

card.

2. The supplier will not have information related to the reason for denial, nor does the cardholder have

the authority to obtain this information. If a transaction is denied, the cardholder should contact the

Purchasing Department for assistance.

The Purchasing Department will contact the proper persons, obtain information on the denial and

coordinate resolution of the issue.

E.   Reconciliation and Approval Process

1. Primary responsibility for the reconciliation and approval process rests with the cardholder of each

department.

2. Statements are received by each cardholder on a monthly basis.

3. Compare the transactions on the statement with the actual sales receipts, invoices, credit card slips,

etc. (supporting documentation).

4. Verify each transaction as to date, vendor and amount by matching to the supporting

documentation. Supporting documentation must be an itemized/detailed receipt (cannot be a generic

receipt).

5. Attach to the statement, supporting documentation for all transactions listed on the record. Also,

attach Disputed Items Report(if applicable).

6. Cardholder must sign statement certifying agreement with the legitimacy and accuracy of the listed

transactions. The statement must also be signed by the Department Head and Dean (if applicable).

These signatures will be a certi�cation by the signers that all charges are accurate and valid University

expenditures. The cardholder should retain a copy of the statement.



7. Submit statement with supporting documentation, Disputed Item Report (where applicable) to the

Purchasing Department within �ve days of Receipt of Memo Statement.

        Statements not received within 10 days will result in cancellation of card.

8. For disputed or questioned items – See item F.

9. Personal expenses charge on card

a. Personal usage of card is not allowed.

b. Violations may result in cancellation of your card.

10. Never put the full P-Card account number in emails, fax, reports, memo, etc. If designation of an

account is necessary, only use of the last four or eight digits of the account is to be allowed.

F.    Disputed and Questioned Items

1. The cardholder is responsible for ensuring receipt of materials and services, and resolving any

receiving discrepancies or damaged goods issues.

2. Cardholder is responsible for settling any disputes, clearing erroneous charges and requesting

credit for returned merchandise directly with the supplier.

3. Cardholder should contact supplier to resolve any outstanding issues. Most billing problems can be

resolved expeditiously in this manner.

4. If cardholder is unable to reach agreement with supplier, the Disputed Item Form must be submitted

and forwarded to the Purchasing Department. Bank of America must be noti�ed in writing of any

unresolved disputed item within sixty (60) days of the date of the statement on which the questioned

item appears.

5. Cardholder should indicate on statement that an item is in dispute and attach a copy of the Disputed

Item Form.

6. Purchasing Department will forward Disputed Item Reports to Bank of America and assist cardholder

in resolving disputed and ensuring that proper credit is given on subsequent statements.

7. Never make a payment directly to the bank in the event that an unauthorized charge is placed on the

individual’s state corporate liability P-Card. If the payment is made directly to the bank, it will cause the

monthly statement billing �le to be out of balance and agency will have to determine the cause.

Ultimately, it will be determined that a personal payment was made; therefore, report any unauthorized

changes to your program administrator immediately.

G.    Lost or Stolen Cards

1. Report any lost or stolen cards immediately to the Bank �rst and then the Purchasing Department.

The bank will immediately cancel the card and forward a replacement card within three to �ve



business days.

2. To report lost or stolen cards, contact Bank of America at (888)449-2273.

To report recognized or suspected misuse of the card, contact the State of Louisiana Inspector

General’s Fraud and Abuse Hotline at (866)801-2549.

H.   Termination of Employment or Extended Leave Employees must notify the Purchasing Department in

writing upon termination of employment or extended leave from the university. Please give the Purchasing

Department ample notice so that your card may be cancelled or suspended if absent for extended periods.

Please cut up your purchasing card and include it with your letter.

       Please do not send the letter and card in the campus mail

I.   Card Misuse

1. Fraud Purchases – any use of the P-Card which is determined to be an intentional attempt to defraud

the state for personal gain or for the personal gain of others. An employee suspected of having

misused the P-Card with the intent to defraud the state will be subjected to an investigation. Should the

investigation result in �ndings which show that the actions of the employee have caused an

impairment to the state service, and should those �ndings be su�cient to support such action, the

employee will be subject to disciplinary action. The nature of the disciplinary action will be the

prerogative of the appointing authority and will be based on the investigation �ndings and the record

of the employee. Any such investigation and ensuing action shall be reported to the Legislative Auditor

and the Director of the O�ce of State Purchasing and Travel.

2. Non-Approved Purchase – a purchase made by a State Cardholder for which payment by the state

is unapproved. A non-approved purchase di�ers from a fraud purchase in that it is a non-intentional

misuse of the P-Card with no intent to deceive that agency for personal gain or for the personal gain of

others. A non-approved purchase is generally the result of a miscommunication between a supervisor

and the Cardholder. A non-approved purchase could occur when the Cardholder mistakenly uses the

P-Card rather than a personal card. When a non-approved purchase occurs, the Cardholder should be

counseled to use more care in handling of the P-Card. The counseling should be in writing and

maintained in the employee’s �le for no longer than one year unless another incident occurs. The

employee should be made to pay for the item purchased inappropriately. Should another incident of a

non-approved purchase occur within a 12-month period, the appointing authority should consider

revocation of the P-Card.

3. Merchant Forced Transactions – Commercial cards are accepted by a variety of merchants that

process transactions only if approved by the issuing bank thereby abiding by the card controls in

place. Processing transactions are administered as follows: Merchants processing transactions is

typically a two step process:

a. Merchant authorizes transactions against card controls (MCC, limits, exp date, etc.) and if

approved receives an authorization number.



b. Merchant submits the transactions for payment from the bank.

i. In rare instances, merchants will circumvent the authorization process and only perform

step 2. This means that the merchant didn’t authorize the transaction against the card

controls and therefore did not receive an authorization number.

ii. If this does happen, the merchant has forfeited all dispute rights and the transaction can be

disputed and unless the merchant can provide a valid authorization number, the dispute will

be resolved in the cardholder’s favor.

4. Card security – Each Cardholder is responsible for the security of their card, and therefore should:

a. Never display their Card Account Number around their work area.

b. Never give his or her Card Account Number to someone else without his or her Program

Administrator’s permission.

c. Never email full account numbers under any circumstances.

J. Declared Emergency Use

In the event the Governor declares a state of emergency, the Purchasing Card may be changed to allow

higher limits and opening of certain MCC codes for essential employees who are cardholders that would be

active during an emergency situation and not for ALL cardholders.  An emergency pro�le will be created for

those “essential employees” and shall not exceed the following limits, without prior approval from the O�ce

of State Purchasing and Travel:  SPL (single purchase limit) $25,000, Travel and Rest MCC Groups may be

removed if determined to be necessary for group accommodations; however, Cash will never be allowed,

even during emergency situations.

Higher limits do not eliminate the need to follow emergency procurement rules, policies, procedures and/or

executive orders.

All emergency cards will be returned to their original pro�le once the emergency declaration has expired

and/or when higher emergency limits are no longer necessary.

         K. Corporate Business Account (CBA) Requirements/Guidelines

1. All CBA transactions must be in accordance with PPM49 guidelines, State Liability Travel Card and

CBA Policy, Purchasing Policies, Rules and Regulations, Louisiana Statutes and/or Executive Orders.

2. The purpose of CBA is to provide a tool to purchase airfare and payment of high dollar travel

expenses only, as per current State Liability Travel Card and CBA Policy.  There is not a plastic card

issued for these accounts.

3. The account(s) are issued in the name of the department authorized to have a CBA account.  The

Purchasing Department will designate an administrator/authorizer per authorized account.  Each

administrator has the same duties, obligations and responsibilities as a cardholder, as outlined

throughout this policy.



4. The Purchasing Department will determine the card cycle limit.  These limits will re�ect the

department’s travel patterns.  Therefore, these limits must be judiciously established and adhered to

accordingly. 

5. The CBA accounts are the direct liability of the State.  These accounts are paid in full monthly with

the EFT payment to Bank of America.

6. CBA accounts do not allow issuance of a plastic card.  These are referred to as ghost accounts.  If it

is determined that personal or other unauthorized charges are occurring on the CBA account,

appropriate steps, up to and including dismissal, shall be taken to resolve the misuse/abuse of the

account.

7. The full CBA account number shall never be included in emails, fax, reports, memos, etc.  If an

account number is necessary, only the use of the last four or eight digits of the account number is

allowed.

Exhibit I

Louisiana Tech University Restrictions on Card Use

The Purchasing card may not be used for the following purchases:

Alcoholic beverages

Cash advanced, cash instruments, cash refunds

Computer purchases (such as netbooks, computers, iPads or other computing devices)

Consultants and speakers fees/honorariums

Controlled substances (prescription drugs, narcotics, etc.)

Entertainment costs – ski tickets, tours, etc.

Food & meals

Personal purchases

Travel (gas stations, lodging, restaurants, airline tickets, conference registrations, etc)

Gift Cards/Gift Certi�cates

Fuel or vehicle maintenance

The Cardholder shall:

Assure that Purchasing Card transactions are not arti�cially split in order to circumvent the single purchase limit.

Assure that the items purchased are required for bona �de University purposes (no personal expenses).

Assure that the prices paid are fair and reasonable.



Notify the merchant that the purchase if being made in the name of the University which is exempt from state

and local taxes.

Obtain transaction receipts from the merchant or vendor each time the Purchasing Card is used.

Assure that all items are received (no back orders are allowed)

Assume personal responsibility for all purchases made with the card.

Assure that the information provided is correct in all respects.

Steps in Obtaining A Purchasing Visa Card

Visa applications can be picked up in the Purchasing Department or obtained on our website.

Complete application and return to Purchasing.

Application will be sent to Bank of America.

Visa card will be sent directly to the Purchasing O�ce in approximately 3 – 5 days (if the card is sent directly to

the department, please inform Purchasing immediately).

The Cardholder will be trained prior to receipt of card.

The Cardholder will be required to pick up their card and sign a Purchasing Cardholder’s Agreement.

Cardholder should sign the Purchasing Card immediately upon receipt.

 



Policy 5217 – Glossary

Revision Date: 11/2002

Responsible O�ce: Purchasing O�cer

ANNUAL, SEMI-ANNUAL OR QUARTERLY BID:

Bids for speci�c quantity of goods, for a speci�c time period. Goods received only on request.

BLANKET BID:

Bids are for pricing only and to be �rm for a speci�c period of time.

CHANGE ORDER:

These forms are used to make corrections or cancellations on Purchase Orders. A written request from the

Department to Purchasing is needed for a Change Order to be issued.

CHECK TO ACCOMPANY ORDER

A request for payment when there is not an invoice. A request when prepayment is required.

CODES:

Numbers assigned to di�erentiate funds, departments and expenses. Questions pertaining to coding should be

directed to the Comptroller’s O�ce.

DIRECT CHARGE:

The request of payment of an invoice when items were not ordered on a Louisiana Tech Purchase Order.

INTRACAMPUS REQUISITION FORM:



These forms are obtained from the Comptroller’s O�ce. Items or services purchased from other departments on

the campus are paid by submitting completed Intracampus Requisition forms DIRECTLY TO THE COMPTROLLER.

INVENTORY:

Any equipment purchased or acquired with a value of $1000.00 or more must be placed on the University’s

inventory. Please consult the Louisiana Tech Property Control Manual or the University Property Manager for

instructions.

INVOICES:

An itemized list of purchased goods with unit price extended and totaled issued by the Vendor. Most invoices are

numbered.

MANUAL OR IMMEDIATE CHECK:

A check that is issued immediately. The Comptroller must �rst give a written approval.

OVERLOAD:

Payment to faculty or sta� for services other than assigned duties. Questions pertaining to any compensation for

services of Louisiana Tech faculty or sta� should be directed to Personnel.

PETTY CASH:

Cash reimbursements to individuals.

REIMBURSEMENTS:

A refund for purchases paid for by an individual.

Cash – Check Petty Cash instructions

Check – Proper original receipt marked paid attached to the requisition clearly marked REIMBURSEMENTS.

This will be forwarded directly to the Comptroller for payment.

RUSHED CHECK:

A check that is needed before the regular processing time of 10 days.

Procedure:



Attach note to requisition notifying purchasing.

Explanation of why the emergency exists.

Checks are normally written every Tuesday and Thursday. The requisition must be in the Purchasing O�ce in

time for a purchase order to be typed and given to the Comptroller by 12:00 PM on either of these days.

TRAVEL AUTHORIZATION FORMS:

These forms are obtained from the Comptroller’s O�ce.

UNIVERSITY RESEARCH APPROVAL:

Expenditures of designated grants must have prior approval from University Research before the requisition can

be processed. Any questions concerning these grants should be directed to University Research.



Policy 5218 – Purchase of Desktops, Laptops, Netbooks,
and Other Smart Devices

E�ective Date: 7/26/2010

Responsible O�ce: Purchasing O�cer, Computing Center

To ensure procurement of Desktops, Laptops, Netbooks and other Smart Devices conform to State of Louisiana

and Louisiana Tech purchasing regulations and also meet the University’s technical standards for access to

University Systems and networks, the following policies and technical requirements are being instituted.

Departments must purchase “Business/Commercial grade” devices and the University will no longer be

permitted to purchase the “home/retail” versions of these devices to connect to University systems and

networks.

In order to conform to the State tagging/Property guidelines for computer purchases, the purchasing card is no

longer permitted for computer purchases. Normal requisition guidelines must be followed.

All desktops, laptops, netbooks or other devices (where applicable) will be required to authenticate via network

login and will be required to have McAfee antivirus, Zen patch management, and any other licensed software

installed by your designated IT Personnel.

All computer devices in excess of $1000.00 must have a state issued tag and all computer devices less than

$1000.00 must have a University issued tag.

For portable devices to be taken o�-campus, the assigned user of the device must complete the State Property

Form (Request for O�-Campus Use) and �le the form with the Property o�ce.

The Louisiana Tech Purchasing O�ce will obtain and make available contracts/bids for approved devices to

ensure compliance with State procurement guidelines. The University Computing Center has provided the

following technical standards for these devices to safely access our campus systems and networks:

Minimum Criteria for Computer Purchases

Component Desktop Laptop/Notebook Netbook

Operating

System

Windows

7 Pro-32

bit

Windows 7 Pro-32 bit Windows 7 Starter Edition



Component Desktop Laptop/Notebook Netbook

CPU

Core 2

Duo

3.0GHz

Core 2 Duo 2.53 Intel Atom N270 1.0GB

Memory
4 GB

DDR3
2 GB DDR2 1 GB DDR2

Hard Drive 160 GB 160 GB 80 GB

Warranty
5 year

Onsite
5 year Onsite 3 year Onsite

Required

Software
 

Computrace

Complete

Preinstalled by

vendor

Computrace for Netbooks. (user

buys license, Computing Center

installs)

    * Approved Apple computer standards are mentioned below.

For the list of approved computer equipment including Apple computers, please visit the Louisiana Tech website:

https://www.latech.edu/administration/administration-facilities/purchasing/ and click on the “Computer

Contracts” link. Should you wish to have equipment added to the approved list, please send a request and

device information to the Director of Purchasing via Campus mail or email.

https://www.latech.edu/administration/administration-facilities/purchasing/
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Policy 1442 – Employee Training

Revision Date:  7/30/2009

Original E�ective Date:  10/3/2003

Responsible O�ce:  Department of Human Resources

As part of Tech’s ongoing training and risk management program, bene�cial training 

is provided to all employees (classi�ed and unclassi�ed). Mandatory training is 

provided in a variety of subjects including but not limited to:

Ethics

Safety Rules and Responsibilities

Drivers Safety and Accident Reporting/Investigations

Emergency Preparedness

Preventative Maintenance/Hazard Control

Blood Borne Pathogens and First Aid

Sexual Harassment

Drug Free Workplace

Violence in the Workplace

Americans with Disabilities Act

Bonds, Crime and Property Control

Computer Use Policies

Training is required for all new employees and continuing employees are required to 

train once every three years. Failure to complete this mandatory training will result 

in appropriate action.



 

 

 

 

 

 

 

 

 

 

Appendix G 

 



 

“University Policies and Procedures with Updates” 
 

COURSE COORDINATOR: 
 

Kenneth E. Griswold, Ph.D. 
Safety Specialist 

Office of Environmental Health and Safety 
egris@latech.edu   

 
TARGET AUDIENCE: 

 
All University Employees 

 
GENERAL DESCRIPTION: 

 
Louisiana Tech University is dedicated to fostering a safe work and learning environment for all faculty, 
staff, students, and visitors. To do so, it is guided, in part, by safety and administrative policies set forth by 
the State of Louisiana, the University and several Federal agencies. This course is designed to familiarize 
University employees with many of these policies and provide guidance on how to comply with them. The 
University mandates that all employees must satisfactorily complete this training for it to remain in 
compliance with these agencies, so your attendance is compulsory. This training must be repeated every 3 
years to include the addition of new topics and updates of all others. 
  
COURSE INFORMATION: 
 

1. Method of Instruction: Each topic consists of a set of course objectives, a Power Point 
presentation, an exam, and other instructional media. The slides in many of the Power Point 
presentations are annotated with commentary in the “Notes” section of the slides. All class 
material is provided to you as “self-instruction” units, on-line, via Moodle ™.  
 
THE COURSE WILL BEGIN SEPTEMBER 6, 2018 AND ALL COURSE 
REQUIREMENTS, INCLUDING THE SUCCESSFUL COMPLETION OF ALL QUIZZES 
MUST BE COMPLETED ON OR BEFORE NOVEMBER 5, 2018. 
 
For clarification or additional information on a Topic, participants are encouraged to submit 
questions or comments, in writing, directly to the instructor that authored that Topic (Not to the 
Course Coordinator or the HELP Desk). This feature is to encourage interactions between 
participants and to expand and/or clarify class content, as needed. 
 

2. Course Instructors: 
 
Topics 1 and 2- Dr. Ed Griswold- egris@latech.edu  
Topics 3 and 4- Mr. Don Braswell-braswell@latech.edu 
Topic 5- Chief Randall Hermes- rhermes@latech.edu , Dr. Ed Griswold,  and Office of Risk 
Management 
Topic 6- Chief Randall Hermes- rhermes@latech.edu   and Dr. Ed Griswold  
Topic 7- Dr. Ed Griswold   
Topic 8- Associate Vice President Lisa Cole- lcole@latech.edu   
Topic 9 – Ms. Tonya Oaks Smith- tonya@latech.edu  
Topic 10- Mr. Mike Colyar- colyar@latech.edu /Mr. Danny Schales- dan@latech.edu   and 
Mr. Bob Vento-bvento@latech.edu 
 
 
 

mailto:egris@latech.edu
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3. Technical Information: This course shall be delivered, via the Internet, using Moodle™ 
technology and is posted in the “Courses Available to You” section of your personal “Moodle™” 
page.   The Moodle delivery system was updated during the Summer of 2018 and the Course 
will be arranged differently from what you are accustom to. If you encounter any technical 
problems with Moodle™ or your computer during the course, contact the HELP Desk.  
 

4. You must do the following to access the course material: 
 
• If you have not been assigned a Moodle™ password and ID, obtain these from the Computing 

Center at 257-2893. 
•  If you have not used Moodle™  or have technical difficulties with Moodle™, contact the 

HELP DESK at: 257- 5300 or at –dan@latech.eduhelpdesk@latech.edu . 
 

5. Announcements and Course Materials: The Coordinator shall post announcements and all class 
materials on Moodle™”. The Moodle™ ID# for the course is “UNIV 289A”  and may be 
accessed from your “Moodle™” homepage. It is the participant’s responsibility to access this 
site and complete all topic assignments and tests in the time prescribed by the Coordinator. 
 

6. Honor Code: In accordance with the Academic Honor Code, each participant shall pledge the 
following: Being a student of higher standards, I pledge to embody the principles of 
academic integrity. The full text of the Louisiana Tech Student Honor Code is on the Tech web 
site at http://www.latech.edu/documents/honor-code.pdf  

 
7. Disability: Students needing class and testing accommodations based on a disability are 

encouraged to discuss those needs with a Coordinator before the first class meeting. 
 

8. Resources: These resources shall be used in this course: 
a. Louisiana Office of Risk Management Loss Prevention Manual-  
b. Louisiana Tech Safety Manual- Louisiana Tech Policies and Procedures- Sections 4200 through 
4220  
d. Louisiana Tech Laboratory Safety Manual- 
e. Exposure Control Plan for Bloodborne Pathogens- 
 

9. Supplemental assignments: These shall be taken from a variety of sources with links posted in 
the body of certain Power point presentations. It is essential that participants complete these 
assignments, as part of the course requirements. Knowledge gained from these assignments 
shall be included on the written examinations. 

 
TESTING AND GRADING 
 

1. Examinations: Participants will be required to take a short exam when they complete each topic. 
The exam will only cover the lecture and supplemental material for that topic. There will be a total 
of 10 examinations in the course, with a total possible point value of 10/exam (100 points possible 
for the entire course). Your exam grades shall be posted in the “Grades” of your Moodle™ 
homepage for your viewing after the tests have been graded. 
 

2. Grading: Students with a 60% average or greater shall receive an “S”( Satisfactory) for the course. 
Students with less than a 60% average shall receive a “U” (Unsatisfactory) for the course.  Students 
receiving an “S” will be certified to the Office of Human Resources as to have successfully 
completed this required training and this will be noted in their Personnel files. Students receiving a 
“U” and not deemed compliant with Office of Risk Management policy and must, therefore, must 
repeat the course. 
 
 

 
COURSE OBJECTIVES 
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After mastering the material discussed in each lecture and accompanying reading assignment, each 

participant shall be able, with 100% accuracy and precision, to accomplish each of the stated 
objectives for each topic: 

 
Topic 1 – Risk Management and Safety Rules and Responsibilities, with Updates- Instructor: Dr. Ed 
Griswold 
 

1. Define, “Risk Management” and “Safety”. 
 

2. State the specific responsibilities of, and accountability for, each of the following groups in the 
University Risk Management, University Safety, and University Safety Training Programs: (1) 
Agency Head; (2) Dean, Directors, Department Heads; (3) Faculty and Staff; (4) Students; (5) 
Visitors and Contractors; (6) Office of Environmental Health and Safety; (7) University Police. 
 

3. List and state the purpose of each part of the Office of Risk Management (ORM) Loss Prevention 
Manual. 
 

4. Understand how the “General Safety” Section of the University Safety Plan and other safety/risk 
management policies are designed to comply with the ORM Loss Prevention directives. 

 
Topic 2 – Safety Meetings/Training, Workplace Safety Inspections, Job Safety Analyses, Controlled 
Access, Lock Out/Tag/Out and Hazardous Communication, with Updates- Instructor: Dr. Ed Griswold 
 

1. Differentiate between “safety meetings” and “safety training”. 
 

2. Describe the types and levels of safety training which is required for faculty/staff, administrators, 
and students. 
 

3. Describe how inspections of your immediate workplace can be used to minimize hazards. 
 

4.  List strategies to use to identify safety hazard. 
 

5.  Identify when “Job Safety Analyses (JSA)” should be conducted. 
 

6. Explain how JSA’s are used to minimize accidents. 
 

7. Identify the controlled access areas at the University. 
 

8. State the purpose of lock out/tag out procedures and the measures needed to follow them. 
 

9. Review the Content of the University’s Hazardous Communication, Personal Protective 
Equipment and Chemical Safety Programs. 
 

10. Identify the employee’s roles and responsibilities for complying with the General Safety, 
Hazardous Communication, Global Harmonization System, Personal Protective Equipment and 
Chemical Safety portions of the University Safety Plan. 

 
 
 
 
 
Topic 3 - Accident Reporting/Investigations and Driver’s Safety Program with Updates- Instructor: 
Mr. Don Braswell 
 

1. Explain the purpose and scope of the ORM and the University Driver’s Safety Program. 



 

 
2. List the steps an employee must take to be certified to travel on State business. 

 
3. List the names of the forms that an employee and their supervisor must complete and submit in 

order to certify an employee to drive. 
 

4. List the conditions which lead to revocation of driving privileges. 
 

5. Describe the process required for renewal of driving privileges. 
 

6. State when an accident investigation should be conducted. 
 

7. State when an employee must be drug tested following an accident. 
 

8. List the steps which must be taken in investigating an incident/accident. 
 

9. Describe how to identify the actual root cause and factors which contribute to an accident. 
 

10. Describe how to properly complete a “trial” accident investigation report. 
 

11. Describe the Louisiana Teach University “Return to Work” Policy. 
 
 
Topic 4- Tobacco-Free and Drug Free Workplace, with Updates- Instructor: Mr. Don Braswell 
 

1. Review the University’s Tobacco-Free Workplace Policy, Drug-Free Workplace Policy and 
Employee Drug Testing Policy.  
 

2.  Define an “employee” as described by Louisiana Revised Statute 49:1001. 
 

3. List the responsibilities of an employee to maintain a drug-free workplace. 
 

4. List the responsibilities of the University to maintain a drug-free workplace. 
 

5. Summarize the State of Louisiana Substance Abuse Awareness Program. 
 

6. List the conditions under federal and state law in which an employee could be drug tested. 
 

7. Name the drugs which are tested for, according to Louisiana Revised Statute 49:1001 (20b). 
 

8. State the procedures and conditions for collection specimens from an employee for drug testing.  
 

9. State the actions which are taken when an employee violates the drug-related policies. 
 
 
Topic 5- Violence in the Workplace and Child Abuse Reporting Requirements, with Updates- 
Instructors: Dr. Ed Griswold, Office of Risk Management and Chief Randall Hermes 
 

1. Define, “violence” and list the types of violence, types of threats, effects of violence, and sources 
of violence or threats you may encounter in the workplace. 
 

2. Name the risk factors in the workplace for a violent act. 
 

3. List 6 safety tips to minimize the occurrence of a violent act. 
 

4. State 3 ways to resolve a conflict without violence. 



 

 
5. State how to and to whom a violent act or threat is to be reported.  

 
6. Summarize University Policy 1430, “Violence Free Workplace Policy” as to management’s 

responsibilities, and employee’s responsibilities. 
 

7. Describe the responsibilities of and the mechanisms by which University employees must report 
child abuse according to the Louisiana Children’s Code. 
 

8. Identify the penalties for failure to report child abuse. 
 

Topic 6- Emergency Preparedness and First Aid, with Updates- Instructors: Chief Randall Hermes and 
Dr. Ed Griswold 
 

1. Describe the strategies used to prevent a crisis/emergency. 
 

2. Describe the steps which are to be taken during a crisis/emergency. 
 

3.  Describe the steps which are to be taken immediately after a crisis/emergency. 
 

4. Describe under what conditions, how, and by whom a “declaration of campus state of emergency” 
is declared. 
 

5. List the components of the University’s Emergency Preparedness Plans to address each of the 
following types of emergencies: (1) criminal activity; (2) hostile/violent persons; (3) natural 
disaster; (4) proximity threats; (5) hazardous material release; (6 )violence/terrorist threats; and (7) 
fire. 
 

6. State the specific responsibilities of each of the following groups in case of an emergency: (1) 
University Administrators; (2) University first responders; (3) University faculty and staff; (4) 
University students; (5) community officials. 
 

7. State the University’s policy on how an employee obtains medical aid for a person with a minor 
illness or injury. 
 

8. State the University’s policy on how an employee obtains medical aid for a person with a major 
illness or injury. 
 

9. State where first aid kits should be located on campus. 
 
Topic 7- Awareness Training to Minimize Employee Exposure to Potentially Infectious Agents, 
including Blood Borne Pathogens, with Updates- Instructor:  Dr. Ed Griswold  
 

1. Identify potentially infectious agents to which individuals may be exposed at Louisiana Tech 
University. And discuss the action plans which are designed to minimize human exposure. 
 

2. Discuss the actions to be taken by participants when they are exposed to a potential infectious 
agent in their workplace. 
 

3. Locate and briefly describe the content of the Revised 29 CFR 1910.1030, Occupation Exposure 
to Blood borne Pathogens, ORM criteria for a blood borne pathogen program and the University 
Exposure Control Plan for Blood Borne Pathogens. 
 

Topic 8 - Bonds, Crime, and Property Control, including Travel and Key Control Policies and  
Purchasing Policies – Instructor: Associate Vice President. Lisa Cole  
 



 

1. State the purpose of the ORM and the Louisiana Tech Bonds, Crime and Property program. 
 

2. List the components of the University Bonds, Crime, and Property program. 
 

3. Differentiate between what is classified as “university property” found on campus, and “personal 
property” found on campus. 
 

4. State the supervisor’s and the employee’s responsibilities to protect University assets. 
 

5. State how an employee is to handle negotiable items (ex:  cash, check, postage stamps) belonging 
to the State. 
 

6. State an employee’s accountability requirements for University property assigned to their 
department. 
 

7. State the University access control policy which addresses parking lot security, cyber security, and 
key/key cards/fob security.  
 

8. State the requirements for Employee travel. 
 

9. State the requirements for purchasing items using funds assigned to the University. 
 
 

Topic 9 – Miscellaneous Issues- External Communication- Identity Standards and Use of Social 
Media- Instructor: Ms. Tonya Oaks Smith  
 

1. Create a broader awareness of the importance of consistency and accuracy in the use of Louisiana 
Tech’s visual marks and how they contribute to establishing institutional reputation and 
recognition. 
 

2. Educate university community on the correct and authorized ways to incorporate official colors, 
logos, images, and name references into marketing and promotional mediums. 
 

3. Provide guidelines and best practices for using social media to communicate with various 
constituents in compliance with the policies and procedures established by the University.. 

 
 
Topic 10 – Miscellaneous Issues:  Policies for Use of Computer and Computing Services; Family 
Educational Rights and Privacy Act (FERPA with Update- Instructors:  Mr. Mike Colyar/Danny 
Schales and Mr. Bob Vento 
 

1. Summarize University Policy 2302, ‘Campus Computer Use Policy”, University Policy 2303, 
“Policies on Internet Use”, and University Policy 2304, “Ethical and Legal Use of Computer 
Software for Members of the Academic Community” as to: (1) what activities are authorized that 
involves university-owned computers, computer facilities, and computer accounts; (2) privacy 
when using these resources; (3) the assimilation, storage, and distribution of copyrighted material 
with these resources. 
 

2. State the requirements for creation and use of a home page on university-owned computers.  
 

3. List and differentiate between the services provided by the University Computing Center and the 
University Technical Services as they relate to university-owned hardware and software. 
 

4.  List 4 ways to deter cyber crime. 
 

5. State what actions an employee should take if they encounter cyber crime. 



 

 
6. Know why FERPA applies to our students. 

 
7. Define the terms: Education Record; Directory Information; Privacy Request; and 

Parents/Guardians as it relates to FERPA. 
 

8. Identify the exceptions to information that would not be found in an Education Record. 
 

9. Know who has legitimate access to a student’s Education Records, without the student’s written 
consent. 
 

10. Know how FERPA applies to YOU and understand your role in the protection of all Education 
Records 
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Louisiana Tech University

Bonds, Crime,

and Property 

Program

Louisiana Tech University

Bonds, Crime, and Property Program

The Bonds, Crime, and Property Program is 
intended to protect the State and the University from 
financial and/or property losses resulting from any act 
and/or omission by any Louisiana Tech University 
employees in the performance of their duties.
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Louisiana Tech University

Purpose of the Program

• Assign responsibility for developing and managing fiscal 
controls for the University.

• Establish each individual employee’s accountability for the 
performance of his/her duties in compliance with the 
University’s fiscal control program.

• Reduce the University’s exposure and losses and to 
safeguard state assets against theft, robbery, abuse, or 
other harm.

• Maintain the public’s confidence in the ability of University 
employees to conduct the University’s business in an 
honest and professional manner.

Louisiana Tech University

Does this program apply to you?

The Bonds, Crimes, and Property Program applies if you 
manage or handle any of the following:

• Cash, checks, or credit cards

• University equipment or other property

• Purchasing or other financial transactions

• Keys to University offices and/or buildings

Responsibility for safeguarding the University’s assets lies 
with all University employees.
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Louisiana Tech University

Policies and Procedures Manual

The University is responsible for developing and implementing 
a written Bonds, Crime, and Property Loss Control Program.

The University Bonds, Crime, and Property Loss Control Program Policies 
and Procedures Manual is available online at 
http://finance.latech.edu/comptroller/bcp2016.pdf. 

Louisiana Tech University
Cash (Negotiable Items)

All University employees responsible for handling and processing 
negotiable items such as cash and checks must follow University policies 
and procedures for cash.  

• Cash is defined as currency, coin, check, money order, travelers check, 
credit card, or debit card. 

• University employees who receive and/or deposit cash must properly 
safeguard the cash and deposit it timely with the Cashiers’ Office. 

• Only University employees (full, part‐time, or student) are permitted to 
handle cash.

• The full amount of all cash collected, including cash collected by 
departments, must be deposited with the Cashiers’ Office. Cash 
collected is not to be used to make disbursements or refunds, and 
deductions may not be made to pay expenses.
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Louisiana Tech University
Cash (Continued)

• Access to cash should be restricted. All cash, including cash 
collected by individual departments, must be safeguarded from 
fire and theft and stored in a locked safe, cabinet, or drawer 
depending on the amount of the cash. Departments should 
encourage the use of check payments instead of currency.

• If monies are found to be missing, or if there is suspicion of theft 
or diversion of funds, immediately contact the Comptroller, 
University Police, appropriate Dean or Division Head, and/or the 
Office of Internal Audit. 

• All checks should be made payable to “Louisiana Tech 
University.”  All checks must be restrictively endorsed upon 
receipt.

Louisiana Tech University

Cash (Continued)

• All bank accounts for the University must be set up by the Office 
of the Comptroller. No employee may establish a University bank 
account or deposit University funds into an unauthorized bank 
account. 

The complete Cash Handling procedures are located in the online 
Louisiana Tech University Policies and Procedures Policy 5404.  Other 
policies related to cash include:

Policy 5402:  University Funds
Policy 5405:  Permanent Cash Advance Policy and Procedures
Policy 5406:  Temporary Cash Advance Policy and Procedures

Link:
http://www.latech.edu/administration/policies‐and‐procedures/
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Louisiana Tech University

Equipment and Other Property

All University employees are required to comply with the 
University Property Control Regulations. The complete Property 
Control Regulations are included in the online Louisiana Tech 
University Policies and Procedures Policy 5300 Series 
(http://www.latech.edu/administration/policies‐and‐procedures/).

• Responsibility for safeguarding property owned by Louisiana Tech 
University lies with ALL University employees. 

• Equipment should be secured at all times and unauthorized persons 
should not be allowed to use equipment.

• Movable property with a value of $1000 or more and computers, laptops 
and tablets, regardless of cost,  must be tagged and placed on inventory 
within 60 days of receipt.

• All university departments must have an assigned property custodian.
• The departmental property custodian must be notified before 

equipment is moved from its designated location. 

Louisiana Tech University

Equipment and Other Property (continued)

• If University equipment is used off campus for the purpose of conducting 
University business, the employee is required to notify the departmental 
property custodian. For tagged items, an approved Request for Off 
Campus Use form must be on file in the Property Office.

• Equipment considered surplus by a university department should be 
reported to the Property Office on an Equipment Disposition Request 
form. This includes tagged and untagged items. The Property Office will 
make arrangements to have the equipment picked up and determine the 
proper means of disposal. 

• Each university department is responsible for removing security‐
sensitive data from its computer storage and electronic media devices 
prior to completing a transfer. Technical support is available through the 
University Help Desk.  See Policy 5307 for additional information.

http://finance.latech.edu/comptroller/bcp2016.pdf
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Louisiana Tech University

Purchasing

All University employees are required to comply with the Louisiana Tech 
University Purchasing Policy and the State of Louisiana purchasing laws and 
regulations. 

The Louisiana Tech University Purchasing Policy 5200 can be found online at 
www.latech.edu/administration/policies‐and‐procedures/ to assist all 
Departments in following appropriate procedures for procurement of 
supplies, equipment, and services as well as compliance with University, 
State and Federal (if applicable) guidelines.

Louisiana Tech University

Purchasing

General Information

• Purchases under $5,000 ‐ competitive bids are not required, but the purchase price 
must be competitive and reasonable.  

• Purchases over $5,000, but less than $15,000 ‐ price quotations shall be solicited from 
three (3) or more bona fide, qualified vendors.

• Purchases over $15,000, but less than $25,000 ‐ the Purchasing Department will send 
facsimile or written solicitations to at least five (5) bona fide, qualified bidders.  
Facsimile solicitations will allow for bids to be accepted for a minimum period of five 
(5) calendar days.  Written solicitations will allow for bids to be accepted for a 
minimum period of ten (10) calendar days.

• Purchases over $25,000 ‐ an Invitation to Bid (ITB) will be mailed to at least five (5) 
bona fide prospective bidders.  Sealed bids will be received in the Purchasing Office, 
and opened publicly at the designated time and place.  Generally, a minimum of 
twenty‐one (21) days will be allowed for bids to be received
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Louisiana Tech University

Purchasing

Exceptions to Competitive Bidding

There are several items outlined on the Purchasing website within Policy 5205 for exceptions 
to competitive bidding.  A few of the exceptions are the following:

• Repair parts for equipment obtained from a Louisiana Authorized Dealer.

• Equipment repairs obtained from a Louisiana authorized dealer.

• Publications and/or copyrighted materials purchased directly from the publisher or 
copyright holder.

• State Contract purchases.

• Software – Software and/or Hardware purchases exceeding $100,000, require processing 
through the Office of State Purchasing Procurement Support Team.

• Sole Source – Sole Source Procurement is permissible only if a requirement is available 
from a single supplier.  If there is more than one potential bidder, it is not a sole source.  
There are three (3) required documents to accompany all sole source purchases as per 
Policy 5205, Section 2: A 1‐3.  

Louisiana Tech University

Purchasing
Requisitioning Items for Purchase

• BIDDING – Any item or combination of items whose total value exceeds $5,000, and is not 
exempt from bidding must be sent to the required number of vendors for bids.  Exempt items 
may be purchased without a competitive bid and must include a CURRENT quote from the 
vendor and cannot be catalog or internet price documentation.

• STATE CONTRACT – Items that are on State Contract can be purchased by listing the item, 
contract number and vendor on the requisition.  The website for Louisiana Office of State 
Purchasing is:  http://www.doa.la.gov/Pages/osp/contracts_index.aspx.

• CHECK TO ACCOMPANY ORDER – When a check is required, current documentation of price and 
order information must be attached to the requisition.  

• PAYMENT OF INVOICES – Invoices are paid on a requisition when a purchase order was not 
issued prior to the receipt of the goods.  

• PAYMENT FOR SERVICES – Checks are also issued when an invoice does not exist, in cases such as 
honorariums and professional services.  The Professional Services Contract is used for 
documentation of price.  Please refer to Policy 5215 for the Professional Services Procedures.
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Louisiana Tech University

Purchasing

Payment Methods

• REQUISITION – “Direct Charge” requisitions with invoice from vendor or 
reimbursement over $50.

• PURCHASE ORDER – Issued to vendor after funds approval and correct price 
documentation attached.

• PETTY CASH – Reimbursement  to an individual for cash payment of purchases on 
behalf of the University up to $50. If over $50, reimbursement must be 
processed on a requisition.

• PURCHASING CARD – Visa card issued by the University to individual cardholders 
to purchase non‐restricted items directly from vendors without the issuance of a 
requisition or a purchase order.

Louisiana Tech University

Purchasing

Purchasing Card

• Used to purchase materials and services up to $5,000 (for approved cardholders).  
Cannot split purchases into two or more transactions to get below the single 
transaction limit. 

• Purchasing Card MAY NOT be used to purchase Computers, 
Consultants/honorariums, Travel (includes conference registration fees, hotels, 
etc.), Food & Meals (See Exhibit I on Policy 5216 for more restrictions.)

http://www.latech.edu/administration/policies-and-procedures/
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Louisiana Tech University

Purchasing

Purchasing Card

• Each month, the Cardholder is required to:

– Scan and upload into the WORKS system all receipts

– Certify that each transaction was made within University and State 

– Purchasing card policies

– Assign a University account & budget object code to each transaction

– Attach all original receipts for purchases that month

– Ensure no taxes are charged

– Obtain all signatures required

– Submit the statements to Purchasing

• Cardholder must notify Bank of America and the Purchasing Department if their 
card was lost or stolen immediately.  Cardholder must also notify the Purchasing 
Department upon Termination of Employment.

Louisiana Tech University

Key Control 

The complete University Key Policy is included in in the online Louisiana 
Tech University Policies and Procedures Policy 4106 
(http://www.latech.edu/administration/policies‐and‐procedures/).

Purpose of the Key Policy:
• To ensure that all University keys are accounted for and used 

appropriately. 
• To implement a tracking system for all University keys. 
• To ensure the safe access and security to all University buildings.

http://www.latech.edu/administration/policies-and-procedures/
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Louisiana Tech University

Key Control (continued)

To obtain a key to a University building the following 
procedures will be required:

• Complete a key request form and have the form signed by the 
department head. 

• All Building Master and Grand Master keys must have approval and 
signature of the Associate Vice President for Administration and 
Facilities. 

• Submit the completed form to Physical Plant.

• Physical Plant will then make the appropriate key(s). The employee will 
be required to come to Physical Plant Office to receive their key(s).

• Keys will only be held at the physical plant for 30 days. 

Louisiana Tech University

Key Control (continued)

• Before the key is given to the employee, the employee will be required 
to identify themselves to Physical Plant personnel by presenting their 
university identification card. 

• Upon termination of employment for any reason the employee will be 
required to turn in all assigned keys to the Physical Plant. 

• Departments wishing to request a key for a student will request a key be 
issued to their Departmental Student Key Set using the student key 
request form.

• Random key audits may be performed by a representative from the 
Physical Plant or from the Office of Internal Audit.  During a key audit 
any person or department that has been issued a University key will be 
required to account for all issued keys.
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Louisiana Tech University

Key Control (continued)

In the event a key is lost: 

• Report the situation to Physical Plant immediately. 

• Physical Plant may provide a copy of the lost key and will charge the 
employee or Department the appropriate fee. 

• For security sensitive areas it may be necessary to change the locks 
when a key is lost. 

The Academic Colleges have developed key policies for their academic 
areas.  These policies are maintained at the college level and are included in 
the University Bonds, Crimes, and Property Loss Control Program Policies 
and Procedures Manual.

It is the responsibility of each University employee to safeguard their 
key(s) to ensure safe access and security to all University buildings and 
offices.

Louisiana Tech University

University and Employee Responsibilities for the Bonds, 
Crime, and Property Program

Program Administrator:
The University President has designated the Associate Vice President for Finance and Comptroller 
as the program administrator for the University’s Bonds, Crime, and Property Program.  She was 
responsible for the implementation of an internal fiscal control program and is responsible for 
reviewing the fiscal control program regularly for efficiency and effectiveness.  She is also 
responsible for reviewing audit findings and implementing the recommendations.

Supervisors:
Supervisors must ensure that employees are properly trained in the program’s policies, 
procedures, and guidelines so that all safeguards are followed at all times.  Supervisors should 
review the program’s internal controls to ensure protection of the University’s assets and 
property from losses.

Employees:
Employees are expected to follow the Bonds, Crime, and Property Program and to report any 
deviations, discrepancies, or problems.

The most important person on this list is you, the employee!  Remember that 
responsibility for safeguarding the University’s assets lies with all University 
employees.

http://www.latech.edu/administration/policies-and-procedures/
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Louisiana Tech University

Contact Information:
Lisa L. Cole

Associate Vice President for Finance and Comptroller

Telephone:  257‐5222

Email:  lcole@latech.edu

Ann White

Property

Telephone:  257‐2742

Email:  awhite@latech.edu

Melissa Hughes

Purchasing

Telephone: 257‐4205

Email:  mhughes@latech.edu
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Policy 4106 – Keys for O�ces and Buildings

Revision Date:  9/22/2016

Responsible O�ce:  Operations and Maintenance (Associate Vice President for Administration and Facilities)

Purpose

To ensure that all University keys are accounted for and used appropriately.  

To implement a tracking system for all University keys.  

To ensure the safe access and security to all University buildings.

Procedure

In order to obtain a key to a University building the following

procedures will be required:

Complete a key request form and have the form signed by the department head.

All Building Master and Grand Master keys must have approval and signature of the Associate Vice President

for Administration and Facilities.

Submit the completed form to Physical Plant. 

 

Physical Plant will then make the appropriate key(s).  When the new key(s) is available for pick up, the

employee or department representative will be contacted by email or phone. The employee will be required

to come to Physical Plant O�ce to receive their key(s). 

Keys will only be held at the physical plant for 30 days after the email noti�cation of their availability has been

sent to the person requesting the key.  If the requested key is not picked up within the 30-day time frame the

key will be destroyed.  The department will still be required to pay for the key that was requested even if it is

not picked up from the Physical Plant.  If the key is still required then a new key request will have to be re-

submitted to the Physical Plant.  The department will be required to pay for the key again if they have to re-

submit a key request because the �rst key was never picked up. 

https://www.latech.edu/documents/2018/05/key-core-request-form_2017.pdf/


Before the key is given to the employee, the employee will be required to identify themselves to Physical Plant

personnel by presenting their university identi�cation card. A copy will be made and kept on �le with the key

request form. Once they have been positively identi�ed, the employee will be required to sign the

authorization statement on the bottom of the key request form. This authorization will acknowledge that the

employee is responsible for the key and will be charged an appropriate fee if the key is lost or if it is not

returned upon termination of their employment with the University. The key number and the employee name

will be entered into a database in order to track University keys.

Upon termination of employment for any reason the employee will be required to turn in all assigned keys to

the Physical Plant. Failure to turn in University keys will result in appropriate deductions from the employee’s

last paycheck. Upon return of the University keys the Physical Plant personnel will give the employee a receipt

stating that the keys have been turned back in. The employee can then give a copy of this receipt to Human

Resource O�ce to avoid being charged for the keys.

Departments wishing to request a key for a student will request a key be issued to their Departmental Student

Key Set using the student key request form. Request for student keys will require the Department Head’s

signature as well as the Dean’s signature. Students may not be issued a grand master key. Request for a

building master key will require approval from the Associate Vice President for Administration and Facilities.

The Department will be responsible for issuing, tracking, and retrieving all keys issued to students within their

department. Lost Departmental Student Keys are subject to the same �nancial penalties that are imposed on

employees who lose keys.

Random key audits may be performed by a representative from the Physical Plant or from the O�ce of Internal

Audit. During a key audit any person or department that has been issued a University key will be required to

account for all issued keys.

In the event a key is lost:

Report the situation to Physical Plant immediately.

Physical Plant may provide a copy of the lost key and will charge the employee or Department the appropriate

fee. If Physical Plant determines that a copy of the key can be made, then the employee or Department will be

required to follow the procedure above for requesting a new key.

For security sensitive areas it may be necessary to change the locks when a key is lost. If deemed necessary

the employee or Department will be charged an appropriate fee for this service. The decision to replace the

key with a copy or change locks will be determined by Physical Plant. If this is necessary all employees who

have been issued this key will be issued a new key matching the new lock. These employees will have to

come to the Physical Plant facility to receive their new keys.

If a key is damaged and no longer works:

Notify Physical Plant by using the key request form.

Submit the damaged key with the key request form to Physical Plant.

The process for getting a new key will be the same as listed above.

FEES:

https://www.latech.edu/documents/2018/05/key-core-request-form_2017.pdf/
https://www.latech.edu/documents/2018/05/key-request-office-student-form-fillable.pdf/


Department Charges – New Requests

$5.00 per key

$25.00 per lock core

Employee Charges – Lost / Not Returned keys

Grand or Building Master $50.00

O�ce or other keys $25.00

Other costs may be charged by Physical Plant if it becomes necessary to change locks or any lock hardware.

These charges will be made at the discretion of Physical Plant.

Any questions on the key policy or key request form should be directed to Physical Plant at 257-3267.

ELECTRONIC ACCESS

Electronic access to buildings is available through RFID enables Campus ID cards or key chain FOBs issued by

individual facility administrators. ID cards are issued through the Tech Express o�ce and are tied to the Campus

Wide ID number. Through active directory maintained by the Computing Center, ID cards are activated and

deactivated by either employment status or enrollment status. FOBs are activated and deactivated by individual

facility administrators. History of credential use is archived in the Genetec system database.

Access to University facilities through the electronic system is authorized by the administrators for each area

controlling the facility. Each area controlling the facility shall maintain a policy for their area of responsibility. The

Genetec system will maintain who authorized access, the date authorization was granted and speci�c areas

granted access.

Audits of persons granted access to speci�c space will be performed periodically to ensure that only those

persons needing access to individual facilities is granted access.



Physical Plant

Employee Key Request Form
revised 09/25/2017

New Request Replacement Keys

Employee Name:

Department Name:

Department Account #:

Department Phone #:
Keys Requested To:

Employee:

All Building Master or Grand Master key requests require approval from the Associate VP for Administration & Facilities.

Submit the completed form to the Physical Plant. Once the keys are complete, the employee will be contacted at the 
number/email listed above to pick up the keys. Before the keys are given to the employee, the employee will be required to 
produce identification and sign below indicating that they have received the requested keys.  
Note: Keys will only be held at the Physical Plant for 30 days after notification of availability.  

Employee: Date:

Date:

DO NOT COMPLETE THIS PORTION UNTIL KEYS ARE RECEIVED

I certify that I have received the keys that I requested above. I understand that I am personally responsible for these keys,
and I agree to follow the University Key Policy 4106.  I agree to immediately report any lost keys to the Physical Plant.

keys and associated lock changes will be deducted from my last paycheck.  

Furthermore, I understand that I will be required to pay any required fees associated with the lost key(s).  I also
understand that all keys must be turned in to the Physical Plant upon termination of my employment with the University. 
If all keys issued to me are not returned to the Physical Plant, I understand that the costs associated with replacement

Sign Name

Room/Door

Sign Name

Print Name

My signature below certifies that I have read, fully understand and agree to follow the University Key Policy 4106.  I also 
certify that I have obtained approval by my Department Head and Dean as indicated by their signature below.

Expiration Date# Keys NeededBuilding Name

Sign Name

Key/Core #

Print Name

Print Name

Date:

CWID:

Position:

Email:

Employee 
Signature:

Received 
by:

RETURNED KEYS

Associate VP for Administration & Facilities:

Department Head:

Dean:



Physical Plant
STUDENT or OFFICE KEY SET REQUEST FORM
revised 09/16/11

New Request Replacement Keys

Department Contact Name:

Department Name:

Department Account #:

Department Phone #:
Keys Requested To:

Department Head:

Dean: 

Request for a building master key require approval from:

Vice President of Finance & Administration:

Submit the completed form to the Physical Plant. Once the keys are complete, the Department will be contacted at the 
number/email listed above to pick up the keys. Before the keys are given to the Department, a Department Representativie
will be required to sign below indicating that they have received the requested keys.  
Note: Keys will only be held at the Physical Plant for 30 days after notification of availability.  

Department Representative: Date:

Date:

Room/Door

Student Key Set or Office Key Set

Student or Office Set

# Keys Needed

Print Name

RETURNED KEYS

Received By 
Whom:

Signature of 
employee:

DO NOT COMPLETE THIS PORTION UNTIL KEYS ARE RECEIVED

We acknowledge that the Department will be responsible for issuing, tracking, and retrieving all keys issued to students or 
assigned to the office key set within our department.  In the event a key is lost we understands that it is the Departments 
responsibility to immediately report lost keys to the Physical Plant and pay any required fees for replacement locks and keys.  
Refer to Policy 4106 for a complete list of fees and responsibilities.

Building Name

I certify that I have received the keys that were requested above.

Sign Name

Key/Core # Expiration Date

Date:

CWID:

Position:

Email:

Print Name Sign Name



FOB Policies and Procedures 
Office of Admissions 

Rev 8-29-18 
 

 
 
The database of assigned individuals that are assigned access to the entrance of Hale Hall 
(Admissions portion-North side) will be maintained by the Office of Admissions.  The database 
will be maintained in the FOB access control server. 
 
FOB and RFID Campus ID card access will be granted and assigned building access privilege by 
the Director of Admissions. 
 
Periodically, a FOB inventory list will be distributed within the department for a review to 
ensure that FOB holders continue to need access. 
 
At the separation of an employee (Unclassified, Classified, or Student) from Louisiana Tech 
University, FOBs that were assigned are to be immediately returned to the Director of 
Admissions.  All returned FOBs must be placed inactive before being assigned to a new 
employee.   
 
In addition to the Hale Hall FOB, the Campus Visit Coordinators have twelve FOBs for Adams 
Hall.  These are used during campus tours to show potential students an example of a dorm 
room.  The tours are led by a team of Student Recruiters and/or Admissions Recruiters who 
check out and return a FOB to the Campus Visit Coordinators before and after each tour. 
 



LOUISIANA TECH ATHLETICS 
ACCESS CONTROL PROCEDURES 

 
• The Associate AD for Internal Operations will maintain the access control database for 

individuals needing access to the Thomas Assembly Center, Davison Athletics Complex and Joe 
Aillet Stadium Press Box. The inventory will be maintained in the Genetec access control server. 

• In addition to FOB access, RFID Campus ID cards will be assigned building access privilege upon 
request from the staff and coaches of the Department of Athletics. Privilege will be granted 
through the Associate AD for Internal Operations. 

• Periodically, a FOB/RFID inventory list will be distributed to units within the Department of 
Athletics for a review to ensure that FOB/RFID holders continue to need access. 

• Upon separation of employment, access is immediately terminated to all facilities. When 
possible, FOBs should be returned to the Associate AD for Internal Operations.  

 







 
 

Carson-Taylor Hall FOB Procedures (Chemistry) 
 

• The inventory of FOB’s assigned to individuals needing access to the exterior door of 
Carson-Taylor Hall or to specific rooms in Carson-Taylor Hall will be maintained in the 
University FOB access control server. 

• In addition to FOB access, RFID Campus ID cards will be assigned building access or 
room access privilege through the Biology Department or Chemistry Program.   

• Periodically, a FOB inventory list will be distributed to departments within Carson-
Taylor Hall for a review to ensure that FOB holders continue to need access. 

• Departments will remove access upon the separation of an employee from employment or 
if access is no longer needed by a student.   

• In order to be assigned a FOB or access through use of Louisiana Tech University ID 
card, employees or students must be assigned a C.W.I.D. 

• When an employee or student separates from the University, that information will be 
automatically passed through Active Directory thereby de-activating FOB access rights.  
Responsibility of providing or denying access is primary to the Biology Department or 
Chemistry Program for Carson-Taylor Hall, but Active Directory provides back-up de-
activation. 

 
 



College of Business FOB Procedures 
 

• The College of Business uses the University controlled access system to grant access to 
the building outside of the normal business hours.  For safety and security, access will be 
limited to those with a valid University ID, and or FOB. 

• The College of Business will maintain the database of FOB’s assigned to individuals 
needing access to controlled access areas, of the College of Business Building.  The 
inventory will be maintained in the FOB access control server. 

• In addition to FOB access, RFID Campus ID cards will be assigned building access 
privilege upon request from the College of Business Deans office. 

• FOBs will be assigned on the authorization of the College of Business Dean’s office.  
• Periodically, the FOB inventory list will be reviewed by the Dean’s office for a review to 

ensure that FOB holders continue to need access. 
• FOBs issued through the Deans office are to be returned to the Dean’s office at the 

separation from the University by an employee or student.   
• The Dean’s Office is to be notified IMMEDIATELY upon a FOB being lost or stolen.  

The FOB will then be disabled in the controlled access system.   



Key Fob Policy 

Louisiana Tech IT and Infrastructure/Computing Center 
Key Fob Policy 

 
The Louisiana Tech IT and Infrastructure department and Computing Center utilized electronic access 
controls to protect key areas. Access is assigned based on need and is granted by the appropriate 
Director or designee. 
 
The north end doorway (known as “the ramp”) is always locked. 
 
The south end doorway (known as “the stairwell”) is automatically unlocked during normal business 
hours. 
 
The mainframe/server room (152) doors are always locked. 
 
The Louisiana Tech IT and Infrastructure department and Computing Center will comply with Policy 
#4106 from Louisiana Tech’s Policies and Procedures: 
 

ELECTRONIC ACCESS 
Electronic access to buildings is available through RFID enabled Campus ID cards or key chain 
FOBs issued by individual facility administrators. ID cards are issued through the Tech Express 
office and are tied to the Campus Wide ID number. Through Active Directory, maintained by 
the IT and Infrastructure department, ID cards are activated and deactivated by either 
employment status or enrollment status. FOBs are activated and deactivated by individual 
facility administrators. History of credential use is archived in the access control system 
database.  
 
Access to University facilities through the electronic system is authorized by the 
administrators for each area controlling the facility. Each area controlling the facility shall 
maintain a policy for their area of responsibility. The access control system will maintain who 
authorized access, the date authorization is granted and specific areas granted access. 
 
Audits of persons granted access to specific space will be performed periodically to ensure 
security. 

 

Louisiana Tech IT and Infrastructure department and Computing Center management will review the 
Reader Access Report annually to ensure access privileges are appropriate. 

Louisiana Tech IT and Infrastructure and Computing Center employees are issued an RFID enabled 
campus wide ID card. This ID card is used to access areas the employee is given authority to access. The 
employee’s privileges are revoked automatically when employment ends. 

Other Tech employees who have a demonstrated need to have privileged access to the Computing 
Center may obtain access. Their department head should contact the Louisiana Tech IT and 
Infrastructure department or Computing Center Director or designee to request employee access. 



Vendors who have a demonstrated need for privileged access to the Computing Center may request 
access via the Louisiana Tech IT and Infrastructure department or Computing Center Director or 
designee. 

Revision Date 09/11/2018 



	
	
	
BUILDING	ACCESS	POLICY	
	
The	University	and	the	School	of	Design	require	anyone	using	the	spaces	and	facilities	of	Hale	Hall,	FJ	Taylor	Visual	
Arts	Center	and	Wyly	Tower	13th	Floor	outside	of	normal	operational	days	and	hours	(M-F		7:30a.m.	–		5:00p.m.)	to	
utilize	a	University-issued	Key	Fob/RFID	Campus	ID	card	for	access	to	studios	and/or	evening	classes.	
	
Faculty	members	of	the	School	of	Design	will	be	provided	24-hour	Key	Fob/RFID	Campus	ID	card	access	to	their	
office	spaces.	
	
Students’	Key	Fob/RFID	Campus	ID	card	access	to	Hale	Hall,	FJ	Taylor	Visual	Arts	Center	and	Wyly	Tower	outside	of	
the	normal	operational	days	and	hours	will	be:	
	
	 	 	 Monday-Friday:	 	 	 5:00	p.m.	–	2:00	a.m.	
	 	 	 Saturday/Sunday/Holidays:	 8:00	a.m.	–	2:00	a.m.	
	
RFID	Campus	ID	card	privileges	are	assigned	to	students	quarterly,	based	on		

(1)	their	major	(ARST,	INDS,	STUD,	GRDS,	MARC,	MFA)	and		
(2)	enrollment	in	a	design	studio	or	an	evening	course	scheduled	to	meet	in	Hale	Hall,	FJ	Taylor	Visual	Arts	
Center	or	Wyly	Tower.		

	
• Hale	Hall	assess	is	available	to	ARST,	MARC	and	INDS	students	who	are	in	the	second,	third,	fourth	or	

graduate	year	of	their	respective	programs	and	are	taking	at	least	one	of	the	following	courses:		ARCH	
215,	225,	235,	315,	325,	335,	415,425,	435,	510,	520,	530	or	lecture/seminar	courses	offered	in	the	
evening.	

	
• FJ	Taylor	Visual	Arts	Center	access	is	available	to	STUD,	GRDS	and	MFA	students.	

	
• Wyly	Tower	access	is	available	to	ARST	and	INDS	students	who	are	in	the	first	year	of	their	respective	

programs	and	are	taking	at	least	one	of	the	following	courses:		ARCH	112,	115,	122,	125,	135	
	
	 	
Instructors	and	Faculty	who	do	not	meet	the	criteria	for	access	to	the	School	od	Design	facilities	described	above			
and	who	seek	Key	Fob/RFID	Campus	ID	card	access	to	any	of	the	facilities	must	submit	a	request	in	writing	to	the	
Director	of	the	School	of	Design	for	consideration.	
	

	
For	Safety	and	Security	Reasons:	

	
Students	shall	not	let	others	borrow	his/her	key	fob/RFID	Campus	ID	card	
Students	are	not	to	let	others	into	the	School	of	Design	facilities	without	permission	
Students	shall	not	prop	open	doors,	allowing	others	access	to	Hale	Hall,	FJ	Taylor	Visual	Arts	Center	or	Wyly	Tower	
Students	should	use	Hale	Hall,	FJ	Taylor	Visual	Arts	Center	and	Wyly	Tower	as	places	for	work	and	respect	other					
			students	doing	the	same	
	
	
If	any	form	of	abuse	or	misuse	of	the	privilege	of	after-hours	access	to	Hale	Hall,	FJ	Taylor	Visual	Arts	Center	or	
Wyly	Tower	13th	Floor	will	result	in	forfeiture	of	the	privilege.		



Revised 2017-11-08 

 

Early Childhood Education Center 
 

Electronic Building Access & Credential Policy 
 

 The Technical Services Department (TSD) will work with the Director of the Early Childhood 

Education Center (ECEC) to maintain the database of both RFID-enabled campus ID cards and 

key fobs (credentials) assigned to individuals needing access to the doors of the ECEC. 

 

 The credential inventory will be maintained in the Security Desk access control system.  

 

 Access to the ECEC requires an active credential at all times, except during special scheduled 

events. 

 

 The Director of the ECEC will approve access to faculty/staff and students that work in the 

building. 

 

 The Director of the ECEC will approve access to parents with children enrolled at the ECEC. 

 

 Temporary access for students participating in classroom observation may also be granted if 

requested in writing by the course instructor and approved by the Director of the ECEC. 

 

 TSD will work with the Director of the ECEC to conduct a yearly audit of faculty/staff, students, 

and parents with access to the building in order to ensure that access is assigned properly and 

security is maintained. 

 

For Parents/Guardians 
 

 If you are a member of the faculty/staff or if you are a student at LaTech, your campus ID will be 

able to provide access to the ECEC after an approved Electronic Access Request Form has been 

received. If you already have a key fob for campus access, it can also be used for access to the 

ECEC. 

 

 The key fobs issued for parent/guardian access to the ECEC remain the property of Louisiana 

Tech University; please return them when we’re done with the school year, or if you child is no 

longer enrolled at the ECEC. 

 

 Anyone picking your child up on a regular basis should have their own key fob; please do not 

share your credential with anyone else, unless it is an emergency. 

 

 Access to the ECEC for parents/guardians will be removed at the end of the school year. If you 

have a child returning to the ECEC, you will need to submit another Electronic Access Request 

Form before the beginning of the next school year. 



 

Early Childhood Education Center      

Electronic Access Request Form 
revised 2017-11-08 

 
Date:    

 
Parent/Guardian Faculty/Staff Student 

 

Name:    Phone #:    

 
Child’s Name:    CWID #:    

 
Relationship:    Department:    

 
Email:    Position:   

Please list anyone besides yourself that may need access to pick up your child (spouse, grandparent, etc.): 
 

Last Name First Name Phone# eMail Relationship 
     
     
     
     
     

My signature below certifies that I have read, understood, and agreed to follow the attached ECEC Access Policy. I also certify 
that I have obtained approval by the Director of the Early Childhood Education Center as indicated by their signature below. 

 

Cardholder:    
 

Print Name Sign Name 
 

Director, ECEC:    
 

Print Name Sign Name 
 

 
 

Please return the completed form to the Director of the Early Childhood Education Center. Before any key fobs are given 
to the cardholder, the cardholder will be required to produce identification and sign below indicating that they have received 
the requested fobs. 

 

DO NOT COMPLETE THIS PORTION UNTIL KEY FOBS ARE RECEIVED 

I certify that I have received the key fobs that I requested above. I understand that I am personally responsible for these 
key fobs, and I agree to follow the ECEC Access Policy. I agree to immediately report any lost key fobs to the Director of 
the Early Childhood Education Center. Furthermore, I understand that I may be required to pay any fees associated with 
the replacement of lost key fobs. I also understand that all key fobs must be turned in to the Early Childhood Education 
Center upon termination of my child’s enrollment at the Early Childhood Education Center, or my enrollment/employment by 
Louisiana Tech University. 

 
Cardholder:   Date:    

 
 

 
 

 
Received By 

Whom:    

RETURNED 
FOBS 

Signature of 
Cardholder:   

 
 
 

 
Date:   



George T. Madison Hall 
Key Fob / RFID Policy 

      2017  
 

The Associate Dean of Liberal Arts Office will maintain the database of RFID Campus ID cards assigned to 
individuals needing entry to the exterior door of George T. Madison Hall.  Entry to George T. Madison Hall requires 
an electronic key fob or RFID Campus ID card for after-hours and weekend access.  The inventory will be 
maintained in the RFID/FOB access control server.  The Dean or Associate Dean of Liberal Arts grants access to 
faculty and staff that work in the building.  Access can also be granted to Graduate Assistants per the department’s 
request in writing.  

RFID CAMPUS ID CARDS  

Each person needing after-hour access to George T. Madison Hall will need to report to the Associate Dean of 
Liberal Arts Office.  The faculty or staff member’s RFID Campus ID card will be activated in the server.  The ID 
card can be carried in an ID card carrier.  This ID card, when passed in front of the Fob/ID reader on the door, will 
open the door.  The ID card is not a magnet:  each ID door access sends an individual electronic signal to the reader.  
If that ID card is listed in the database as authorized for access, the door will open.  The computer continually 
creates a database, listing each ID card used to open the door and the time it was used.  EVERYONE will be 
provided access using their campus ID.  Students will only use IDs.    

KEY FOBS  

Faculty/staff will have the option to request a fob (or retain their current one) IN ADDITION to using their ID.  
Persons who would like to have a fob should contact Technical Services.  To arrange a time to obtain the fob, call 
X3097.  Technical Services is located in GTMH, Room 77B.  The fob can be carried on a key ring.  This fob, when 
passed in front of the fob reader on the door, will open the door.  The fob is not a magnet; each fob sends an 
individual electronic signal to the reader.  If that fob is listed in the database as authorized for access, the door will 
open.  The computer continually creates a database, listing each fob used to open the door and the time it was used.  

***Be aware of the following:  Access using a fob is being discouraged by Technical Services.  Personnel 
wishing to have a fob should be prepared to provide a reason for needing fob access in addition to their RFID 
access.   

NOTES ABOUT RFID/KEY FOBS 

If for some reason the RFID/Fob fails to unlock the door, campus police may be contacted and they will unlock the 
door.  Also, notify the Associate Dean’s office (GTMH 104) so that the problem with the RFID can be resolved.  
Notify Technical Services if there was a problem with a fob.   

If the fob is lost or stolen, report it to the Associate Dean of Liberal Arts Office so the fob can be deactivated.  If you 
lose a fob, a new one must be purchased.  The number of the new fob will be entered in the computer and that fob 
will be given access to GTMH.   

When exiting the University at the end of one’s employment, the fob may be turned into the Associate Dean’s 
Office to be forwarded to Technical Services.  If someone should fail to return their fob to Associate Dean’s office, 
a report of employees who have left the University will be reviewed by Technical Services.  Any fobs not returned 
will be deactivated at that time.   



 
 

Keeny Hall FOB Procedures 
 

• The Office of Administration and Facilities will maintain the database of FOB’s assigned 
to individuals needing access to the exterior door of Keeny Hall.  The inventory will be 
maintained in the FOB access control server. 

• In addition to FOB access, RFID Campus ID cards will be assigned building access 
privilege upon request from the Keeny Hall Department.  Privilege will be granted 
through the Office of Administration and Facilities. 

• Periodically, a FOB inventory list will be distributed to departments within Keeny Hall 
for a review to ensure that FOB holders continue to need access. 

• Departments will notify the Office of Administration and Facilities of the separation of 
an employee from employment or if access is no longer needed.  FOBs are to be returned 
to the Office of Administration and Facilities at the separation of an employee from 
University employment.   

• In order to be assigned a FOB or access through use of Louisiana Tech University ID 
card, employees or students must be assigned a C.W.I.D. 

• When an employee or student separates from the University, that information will be 
automatically passed through Active Directory thereby de-activating FOB access rights.  
Responsibility of departments within the building to notify the Administration and 
Facilities office is primary, but Active Directory provides back-up de-activation. 

 
 



September 28, 2016 
 

FOB Policy and Procedures 
Physical Plant Department 

 

The Physical Plant issues FOB’s to its employees who utilize them as a means of clocking in and 
out as well as entering the Physical Plant facility after hours. 

The Physical Plant maintains a database of these FOB’s. 

Employees are required to return to the Physical Plant office any FOB’s issued to them 
immediately upon ending their employment or at the request of the Director of Physical Plant.  
Returned FOB’s are deactivated and reissued as needed. 

A lost or broken FOB is required to be reported to the Physical Plant office immediately.  New 
FOB’s will be issued as necessary and the old will be deactivated. 

Requests for an employee to utilize an RFID Campus ID in lieu of a FOB will be reviewed by 
the Director of Physical Plant. 



Louisiana Tech University 
Residential Life Key/Key 

Fob/RFID Campus ID Card Policy 

Purpose 
The Residential Life key/key fob/RFID Campus ID card policy has been 
established as a basis for key and fob issue, safety and security of residents, and a 
maintenance system for the Louisiana Tech University campus. 

Policy Detail and Instructions 
Departmental Responsibility for Control of Campus Keys and Key Fobs 

The Louisiana Tech Police Department, Residential Life, and the Physical Plant 
are responsible for the administration of the campus key/fob policy. 

Issue of Campus Keys/Fobs/RFID Campus ID Cards 

All employees and students of Louisiana Tech University are eligible to hold keys, 
fobs, and/or be given access via RFID Campus ID Cards for areas to which they 
need access on a daily basis to perform their jobs. All requests for permanently 
issued keys, fobs, and/or RFID Campus ID Cards for residential facilities should 
be made through the Department of Residential Life while access to all other 
campus facilities should be made through the Physical Plant.   Requests should 
include the proper authorization by division/department chair, dean or director. 
Requests for temporary keys and fobs must have definite issue, return dates, and 
include the proper authorized signature before they will be processed. Once 
processed, keys and fobs must be picked up in person by the key holder at the 
Physical Plant.  Students and employees of Residential Life will be given access to 
buildings programmed through their campus ID Card.  Students will receive a key 



to their assigned room upon check in. 

Return of Campus Keys/Fobs 

All keys and fobs must be returned, by the key holder to the Physical Plant upon 
departmental transfer or termination of employment. Any keys or fobs not 
currently used by the University employee should also be returned to reduce the 
number of keys and fobs in circulation. 

Transfer/Loan of Keys/Fobs 

Employees must sign for keys and fobs issued to them and should not receive or 
take into possession any campus keys or fobs that have not been formally issued to 
them by the Residential Life Department or the Physical Plant. 

Lost Keys/Fobs/RFID Campus ID Cards 

In the event that a key, fob or RFID Campus ID Card is lost, report the loss 
immediately to the department head and to the Louisiana Tech Police within 24-
hours.  Upon notification from the department head or Louisiana Tech Police, lost 
fobs and/or RFID Campus ID Cards will be deactivated.   Employees and students 
will need to request new keys or fobs through the Department of Residential Life 
or the University’s Physical Plant and/or a new RFID Campus ID Card from the 
Tech Express Office.  All re-keying or installation of new locks in all residential 
areas will be scheduled during normal business hours.  Once processed, a new key 
will be given to the student by a staff member during business hours, unless there 
is an emergency necessitating immediate delivery of key to resident after hours. If 
an employee needs replacement keys, new keys and fobs must be picked up in 
person by the key holder in the Physical Plant. 

Key/Fob Duplication 

Key holders MUST NOT duplicate any keys or fobs issued to them. Disciplinary 
action may result for unauthorized key or fob duplication. 

Worn or Broken Keys/Fobs 



A replacement for a worn or broken key or fob will be provided at no charge in 
exchange for the defective key or fob. 

Re-Keying or Installation of New Locks 

All re-keying or installation of new locks in all residential areas must be requested 
through the Residential Life Department.  All re-keying or installation of new 
locks in all residential areas will be scheduled during normal business hours. 

 

Keys for Service Personnel 

Short-term contracted vendors to the campus will not be issued permanent keys or 
fobs to the Louisiana Tech campus. Keys and fobs will be made available for daily 
check out from the Residential Life office. In the event a vendor needs after-hours 
access to a part of the campus, arrangements can be made through the Louisiana 
Tech Police Department.  
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Louisiana Tech University 
Tech Pointe Access Control Policy 

 
 
 
1. Purpose 

The purpose of this policy is to establish and implement procedures for access control to Tech 
Pointe.  
 

2. Policy 
a) Access into Tech Pointe will be via RFID Campus ID cards or key fobs issued to tenants.   
b) A user may request electronic access by filling out the Tech Pointe Access Request form. 
c) The Tenant Services & Buildings Coordinator will approve or deny all electronic access requests.  
d) Access can be programmed to allow access during certain hours. These hours will be listed on 

the Building Access Request form and approved or denied by the Tenant Services & Buildings 
Coordinator. 

e) Before access is issued, the requester will be required to identify themselves by presenting a 
form of a picture identification card.   Once identified, the requester will be required to read, 
understand and sign the Building Access Request form. This authorization will acknowledge that 
the employee is responsible for any issued key fob and will be charged an appropriate fee if the 
key fob is lost or if it is not returned upon termination of their employment with the University 
or tenant company.  

f) The user will be granted access in the campus Genetec security system database and will be 
used to track usage of the individual’s electronic access. 

g) Any user entering the building after hours will be responsible for any guests they let in. (This is 
covered in the Responsibility and Control statement of the Building Access Request form that 
the user signs.) 

h) Upon termination or resignation of employment the employee will be required to turn in any 
assigned key fobs to the Tenant Services & Buildings Coordinator.   

i) Lost key fobs must be reported immediately to Louisiana Tech University Campus Police (318-
257-4018) in order to prevent authorized access. 
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Louisiana Tech University 
University Hall Access Control Policy 

 
 
 
1. Purpose 

The purpose of this policy is to establish and implement procedures for access control to University 
Hall.  
 

2. Policy 
a) RFID Campus ID cards and key fobs will be used for access into University Hall during 

nonbusiness hours.  Students will not be provided key fobs.  
b) A user may request building access privilege by filling out the University Hall Building Access 

Request form.  
c) The Tenant Services & Buildings Coordinator will approve or deny all building access requests.  
d) RFID Campus ID cards and fobs can be programmed to allow access during certain hours. These 

hours will be listed on the Building Access Request form and approved or denied by the Tenant 
Services & Buildings Coordinator.  

e) Students will not be provided fobs, they will use their RFID Campus ID card. Before access is 
granted to students, the student will be required to identify themselves by presenting their 
Campus Wide Identification Card.  Once identified, the requester will be required to read, 
understand and sign the Building Access Request form.   

f) The user will be granted access in the campus Genetec security system database and will be 
used to track usage of the individual’s electronic access. 

g) Any user entering the building after hours will be responsible for the guests they let in. (This will 
be part of the authorization statement of the Building Access Request form that the user signs.) 

h) Upon termination of employment for any reason employees will be required to turn in key fobs 
to the Tenant Services & Buildings Coordinator.  

i) Lost key fobs must be reported immediately to Louisiana Tech University Campus Police (318-
257-4018) in order to prevent authorized access. 



 
 

Woodard Hall FOB Procedures 
 

• The representatives from the Department of Psychology and Behavioral Sciences and 
Curriculum, Instruction, and Leadership will maintain the database of FOB’s assigned to 
individuals needing access to the exterior door of Woodard Hall (exterior door from the 
Woodard Hall Parking Lot on the North side of Woodard Hall).  The inventory will be 
maintained in the FOB access control server. 

• In addition to FOB access, RFID Campus ID cards will be assigned building access 
privilege upon request from the Departments of Psychology and Behavioral Sciences and 
Curriculum, Instruction, and Leadership.  Privilege will be granted through the Offices of 
Psychology and Behavioral Sciences and Curriculum, Instruction, and Leadership. 

• Periodically, a FOB inventory list will be distributed to the departments of Psychology 
and Behavioral Sciences and Curriculum, Instruction, and Leadership within the College 
of Education for a review to ensure that FOB holders continue to need access. 

• FOBs are to be returned to the Office of Psychology and Behavioral Sciences and the 
Office of Curriculum, Instruction, and Leadership at the separation of an employee from 
University employment.  If an employee leaves University Service and the position is 
immediately filled, the department may send the new employee with the used FOB to the 
Office of Psychology and Behavioral Sciences and/or the Office of Curriculum, 
Instruction, and Leadership to have the FOB reassigned to the new employee.  This 
ensures that the inventory will be updated and the FOB will record the correct user when 
scanned. 
 

 
 



 
 

Wyly Tower FOB Procedures 
 

• In addition to FOB access, RFID Campus ID cards will be assigned building access 
privilege upon request from the appropriate department head.   

• Access privilege will be granted through the Office of the President for individuals with 
offices located on the 12th, 15th and 16th floors of Wyly Tower needing access to the 
exterior entrance.  The inventory will be maintained on the FOB access control server. 

• The Office of Provost will provide and monitor access privilege for persons on the 11th 
and 14th floors. 

• The BARC will provide and monitor access privilege for persons on the 2nd and 3rd Floor. 
• The School of Architecture will provide and monitor access privilege for persons on the 

13th Floor. 
• Periodically, a FOB inventory list will be distributed to departments assigning and 

monitoring access privilege review to ensure that FOB holders continue to need access. 
• Departments housed in Wyly Tower will notify the office monitoring access of the 

separation of an employee from employment or if access is no longer needed.  FOBs are 
to be returned to the Office of the President at the separation of an employee from 
University employment.   

 
 



 
 

BARC/TDS/Dual Enrollment FOB Procedures 
 

• The Dean of Student Services and Academic Support will maintain the database of 
FOB’s assigned to individuals needing access to the exterior door of Wyly Hall.  The 
inventory will be maintained in the FOB access control server. 

• In addition to FOB access, RFID Campus ID cards will be assigned building access 
privilege upon request from the Wyly Tower Departments.  Privilege will be granted 
through the Dean of Student Services and Academic Support. 

• Periodically, a FOB inventory list will be distributed to departments within Wyly Tower 
for a review to ensure that FOB holders continue to need access. 

• Departments will notify the Dean of Student Services and Academic Support of the 
separation of an employee from employment or if access is no longer needed.  FOBs are 
to be returned to the Dean of Student Services and Academic Support at the separation of 
an employee from University employment.   

 
 



Academic Success Center Bossier FOB/Key Card Procedures: 
 

• The ASCB will maintain a database for all FOBs/key cards assigned to individuals 
needing access to the facility, along with their assigned level of access. The inventory 
will be maintained in the FOB/key card access control server. 

• Individuals with legitimate need who do not have a Louisiana Tech University ID card 
(key card) will complete a key control agreement, relevant identifying information will 
be entered into the access control system, and the individual will be assigned a numerated 
key card in order to be granted needed access. An inventory list of these key card holders 
will be maintained and monitored on a regular basis to ensure there is a continued need of 
access.   

• Periodically, a FOB/key card inventory list will be generated for review by the ASCB to 
ensure access holders continue to need access. 

• Departments offering programs/courses at the ASCB will notify the ASCB of the 
separation of an employee from employment or if access is no longer needed. FOBs/key 
cards are to be returned to the ASCB at the separation of an employee from University 
employment.   

• When an employee or student separates from the University, that information will be 
automatically passed through Active Directory thereby de-activating FOB/key card 
access rights.  Responsibility of departments operating within the building to notify the 
ASCB is primary, but Active Directory provides back-up de-activation. 
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